MWHUCTEPCTBO OGEPA30BAHUA U HAYKU POCCUACKOW ®EQEPALIMA

OENAPTAMEHT FrOCYQAPCTBEHHOW MOJIUTUKN B COEPE
OBLUEIN0 ObPA3OBAHUA

MMCbMO
ot 14 mas 2018 r. N 08-1184

O HAMPABJIEHUN UHPOPMALINA

JlenapTaMeHT rocyAapcTBEHHOM MOIUTUKU B cepe obmero odpasoanuss MunobpHayku Poccuu
HaIpaBJIeT JJi1 CBeAeHUs pa3paboraHHble BpemenHnoil komuccueit Cosera ®denepanuu 1o pa3BUTHIO
MH(GOPMALIMOHHOTO O00LIecTBa METOAMYECKHE PEKOMEHJAllMU O pa3MEIIeHUU Ha HH(POPMALMOHHBIX
CTEeHJIaX, oumanbHBIX MHTEpHET-canTax u IPYTux MH(POPMALIMOHHBIX pecypcax
00111e00pa30BaTENIbHBIX OpraHU3aluil U OPraHOB, OCYLIECTBISIOIINX yIpaBiieHUe B cepe oOpa3oBaHus,
nHpopManuy o 6e30MaCHOM MOBEICHUH U UCTIONB30BaHUM ceTH "MHTepHeT".

Hupekrop [enapramenra
A.E.IIETPOB

[Tpunoxenue

METOANYECKUE PEKOMEHOALIUU
O PASMEWEHUN HA UHOOPMALIMOHHbIX CTEHAAX, O®ULUATIbHbIX
WHTEPHET-CAUTAX U APYIT'MX UHOOPMALIMOHHbIX PECYPCAX
OBLEOBPA3OBATEJIbHbIX OPFAHU3ALMA 1 OPITAHOB, OCYLLUECTBNAKOLWMX
YNPABJIEHUE B COEPE OBPA30BAHUA, UHOPOPMALIUX O BE3OINMACHOM
NOBEAEHUWUN U UCTIOJIb3OBAHUU CETU "MHTEPHET"

OkcnepramMmu W ujneHamMu Bpemennoil komuccun Cosera @exnepalii 1O Pa3BUTHUIO
MH(POPMAIIMOHHOTO OOIEeCTBA B pPaMKax BBIOJHEHUS PEKOMEHIAUMN MapJaMEeHTCKUX CIyIIaHuH
"AKTyaJlbHbIE BOMPOCHI OOeCTedeHHs O€30MacHOCTH U pa3BUTUA JEeTe B HWH(YOPMAIMOHHOM
npoctpaHcTBe", kotopble mpouun B Coere @Penepauuu 17 anpens 2017 r., 6buM pa3paboTaHbI
METOJIMYECKUE pEKOMEHJAllMM O pa3MeUIeHMM Ha UWHQOPMAIMOHHBIX CTEHAAaX, O(QUIHATbHBIX
UHTEpHeT-caiTax M Jpyrux HHQPOPMALMOHHBIX pecypcax o001ieo0pa3oBaTelbHbIX OpraHu3aluil U
OpraHoOB, OCYIIECTBISIONIMX YyIIpaBjeHue B chepe oOpa3oBaHusi, MUHPOPMALMH O OE30MTaCHOM MOBEJCHUN
1 ucnonb3oBaHum cetu "MHTepHET" (anee - METOIUYECKEe PEKOMEH IAIINH ).

MGTO)II/I‘-IGCKI/IG peKOMeHJIaHI/II/I HaHpaBJ’IeHI)I Ha KAQUYCCTBCHHOC ITIOBBIIIICHHC ypOBHfI
MH(OPMAIIMOHHON JIEATENLHOCTH OO0Ie00pa30BaTeIbHBIX OpPraHU3AIMA W OPTaHOB, OCYIIECTBISIONIUX
ynpasieHue B cdepe oOpa3oBaHUs, B 4acTH WHOOPMHUPOBAHUS YYAIIUXCS, UX POAHUTENEH (3aKOHHBIX
MpEe/ICTaBUTENe) W TMEeAarorn4ecKuX pabOTHUKOB 00 OCHOBHBIX AacleKTaX HH(POPMAIIMOHHOM
0€30IacCHOCTY.

Mertoauueckue PCKOMCHAAIIUNU TI03BOJIAT 06H_[606pa30BaTeHLHLIM opraHu3anusiM H OpraHaMm,



OCYLIECTBISIONIMM yIpaBieHHEe B cdepe 0o0pa3oBaHMA, AaKTyalU3UpOBATh YXKE HCIOIb3yeMble H
pa3MelleHHbIe THPOPMALIMOHHbBIE MaTE€pUalbl, TAK U MOJATOTOBUTh UX B CIIy4ae UX OTCYTCTBHS C yYETOM
JIy4IIUX MPAKTUK U PEKOMEHJAIUN.

B paMkax MeTOAMYECKUX PEKOMEHIALMI pacCMaTPUBAOTCS CIEAYIOIINE HHCTPYMEHTBI:
1. nH(bOpPMAIIMOHHBIE CTCH/IBI;
2. opunmanbHble UHTEPHET-PECYPCHI;

3. cpencTBa MaccoBOi mH(POpMAIMH (IIIKOJIBHBIC Ta3€Thl, IEIarOTUICCKIE U3IaHUS U APYTHUE).
UHdopmaLnoHHbIe cTeHAbI

Ha undopmanmonnsix creHnax B 001ieo0pa3oBaTeIbHBIX OPraHU3aMIX, PACIIONOKEHHBIX B (oiie
yupexaeHuil U B KaOMHETax, OCHAIIEHHBIX HNEPCOHAIbHBIMM YCTPONCTBaMHU JUIsl BbIXOJA B CETb
"UHTepHeT", peKOMEHIYeTCsl pa3MeCTUTh HH()OPMAIIMOHHBIE MAMSTKH, COJEpKaIlie OCHOBHBIE COBETHI
1o obecrieyeHnIo HHHOPMALIMOHHON 0€30IaCHOCTH YUALUXCS.

B npunoxenun N 1 kK MeTOIMYECKMM pPEKOMEHJALMSAM INpeICTaBieH oOpasel NaMsaTKd Ui
pa3MeleHust Ha THPOPMALIMOHHBIX CTEHAAX.

CpencrtBa maccoBoun UMHcpopmaumm

B cpenctBax maccoBoil mH(OpMAIKM, OPUEHTUPOBAHHBIX HAa OOYy4arOMIMXCS, PEKOMEHIYyeTcs B
TEUCHHE YYEOHOrOo TOJa pPEryJSIPHO IyOJUKOBaTh HWH(POPMAIMOHHBIE MAaTEPHANbl, TOCBSIICHHBIC
OTJIENbHBIM acrlekTaM HHPOPMAIIMOHHON O0e30ImacHOCTH, a TakKe pa3MyHble MaMATKH O0OIIero
Xapakrepa.

B cpenctax maccoBoit MHpOpPMALMU, OPUEHTHUPOBAHHBIX Ha MENAarornyeckyro OOIIEeCTBEHHOCTD,
PEKOMEHIyeTCsl B TEUEHHUE KaJeHIapHOIro Tojia peryispHo MyOarMKoBaTh HUH(YOpPMAIIMOHHBIE MaTepUabl,
MOCBSIIEHHbIE OT/AEIbHBIM acleKkTaM HH(POPMAIIMOHHON 6€30MaCHOCTH KaK HECOBEPLICHHOJIETHHUX, TaK U
o011eo0pa3oBaTeIbHbIX OpraHU3alil, a TakXKe pa3InyHble MaMATKH, 0030pbl HOPMAaTUBHO-TPABOBOTO
peryaupoBaHus AaHHOW cdepbl U MH(GOPMAIHMIO O AKTYaJbHBIX MEPONPHUATHIX U COOBITHSAX B JaHHOMH

cdepe.

B xome mposenenuss EgmHoro ypoka mo Oe3omacHocTH B ceTu "MHTepHeT" pekoMeHayercs
o0ecreunTh BBIMYCK TEMAaTUYECKOTO BBIMMyCKAa CPEACTBA MaccoBOM HHGOpMaIMu OO0 cepuu
myOIuKaui, Cpeiu KOTOPBIX PAaCCMOTPETh OPraHU30BAaHHBIE MEPONPUATHUS IS OOydaroluXcs, UX
poauTenel (3aKOHHBIX MPEICTABUTENEH) U TIeAarornuecKoi 00IIeCTBEHHOCTH.

OdmumanbHble UHTepHeT-pecypcbl

O6meo0pa3zoBaTeabHBIM OpraHu3alusIM  PEKOMEHIYyeTCs  Ha  CBOMX ouIHaTHEHBIX
WNutepHer-pecypcax obecrneunTh (QYHKIHOHUPOBAHUE CAMOCTOSTEIBHOTO M CHEIUATH3UPOBAHHOTO
pasnena "UnudopmarumonHas 0e30macHOCTB", B paMKax KOTOPOTO MPEIyCMOTPETh pa3MEIICHHE
cienyoiiel nHpopMaIuu:

N | Pasgen/moapaznen ®dopmar Copnep:xaHue MaTepHUasoB
MIpe/ICTaBICHUS




MaTepHaioB

JlokanbHbBIE
HOPMATHUBHBIC aKThI
B cepe
obecrneueHuUs
HH(pOPMAITMOHHOM
0e30IMacHOCTH
00yJaroIuxcst

Kormuu 10KkyMeHTOB B
¢dopmare *PDF

Pa3mMeniarorcst KOMU TOKyMEHTOB, T.€.
CKaHMPOBAHHBIM BapHAHT IOKYMEHTA,
COOTBETCTBYIOIIUI TPEOOBAHUSM K
napameTpam CKaHUPOBAHHUSL.
PasmMeniarorcst JTOKyMEHTHI,
periIaMeHTHPYIOIIIE OPraHU3alnIo U
paboTy ¢ epCOHAIbHBIMH JJAHHBIMH,
TUTaHBI MEPOTIPUATHIA 10 00ECTICUYCHHIO
nH(pOpMaMOHHOM 6€30MacHOCTH
00y4JaOIUXCs U IPYTHE.

Hopmatusaoe
peryJiupoBaHue

Konuu 1oxkymeHTOB B
dbopmare *PDF

[TyOauKyrOTCS aKTyaIbHbIC CBEACHHUSI O
benepanbHBIX U PETHOHATBHBIX
3aKOHax, MMCbMax OPraHoOB BJIACTHU U
JIpyrue HOpMaTUBHO-TIPABOBbIE
JIOKYMEHTBI, PErJIaAMEHTUPYIOILINE
obecrnieueHre HHPOPMAITMOHHOMN
0€3011aCHOCTH HECOBEPLIEHHOJIETHUX.
Jlomyckaercs BMECTO KON
pa3Meniath ruNepCChblIKY Ha
COOTBETCTBYIOIINE IOKYMEHTHI Ha
calTax OpraHoB IOCyJ1apCTBEHHON
BJIACTH.

[Temaroruueckum
paboTHUKaM

Texct Ha cTpaHuLe
caira

Konuu n1okymMeHTOB B
¢dopmate *PDF

Pa3memarorcss MeTogu4ecKue
PEKOMEH/IalliU U YKa3bIBAETCS
uHpOpMaILKI 0 MEPOIPUATHSIX,
MIPOEKTax U MporpaMmax,
HaIpPAaBJICHHBIX Ha MOBBIILIEHUE
MH(}OPMaLIMOHHON TPAaMOTHOCTH
MEe1aroryeckuX pabOTHUKOB.

OObyuaromumces

Tekct Ha cTpaHulLEe
cairta

Pa3mermaercst nnpopmanoHHas
namsTka (npunoxxenue N 2) u
yKa3bIBaeTcsi MH(popMarus o
MEPONPUATHSIX, IPOEKTaX U
IIPOrpaMMax, HallpaBJICHHbIX Ha
MOBBILIEHHE HUHPOPMAIIMOHHOM
IpaMOTHOCTH 0OYYaIOIIUXCSl.

Ponurensam
(3aKOHHBIM
MPEACTABUTEISIM)
00yJaromxcst

TekcTt Ha cTpaHuUle
caiita

Pa3meraercst nunpopmanoHHas
namsTka (mpunoxxenue N 3).

JleTckue Ge3omacHbIe
CaMTHI

TekcT Ha cTpaHule
camra

Pa3smemaercs unopmarius o
PEKOMEH1yeMbIX K UCIIOIb30BAHUIO B
y4eOHOM TIporiecce 0€30MacHbIX
caiftax, GaHHEpbI 0€30MaACHBIX IETCKUX




CaKlTOB.

Opranam, OCYLIECTBIISIIOIIMM yIIpaBieHHe B cdepe 00pa3oBaHUs, PEKOMEHAYETCS Ha CBOMX
opunmaneueix  MHTEpHeT-pecypcax  obecreunTh  (QYHKIMOHHUPOBAHHWE  CAMOCTOSITENBHOTO U
crenuanu3upoBaHHoro pasaena "Mudopmannonnas 6e30macHOCTh", B paMKax KOTOPOTo MpeayCMOTPETh
pasMeleHue cieayounei nuhopMaluu:

[Ipunoxenue N 1

NAMATKA ]
ONs OBYYAIOLMXCS OB MH®OPMALIMOHHOW BE3OMACHOCTM AETEM

HEJNb3A

1. Bcem moapsin cooOmmarh CBOK YacTHYIO WHGOpManuioo (Hactosmme ums, GpaMuimuio, TeiaedoH,
ajipec, HOMep IIKOJIbI, a TaKke poTorpaduu CBOH, CBOCH CEMbU U JPy3eii);

2. OTKpBIBaTh BJIOXKEHHBIC (DAiiIbI AIIEKTPOHHON TIOYTHI, KOT/Ia HE 3HACIIb OTIPABUTEIIS;
3. I'pyOuth, npuaupaThes, OKa3bIBaTh JaBJICHHUE - BECTH c€0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacnopspkaiics JeHbIaMHU TBOEH ceMbM 0€3 pa3pelleHusl CTapUIMX - BCErja CrpaliuBai
poauTenen;

5. He Bcrpedaiics ¢ VIHTepHET-3HAKOMBIMM B PEaJbHOM XU3HHM - IIOCOBETYMCS CO B3pOCIBIM,
KOTOPOMY JI0BEPSEILb.

OCTOPOXHO

1. He Bce mumyt npaBay. Yurtaemsb o cebe HempaBay B MHTepHeTe - coobuu 006 3TOM CBOMM
POAMTEISAM HUIIU ONIEKYHAaM;

2. [lpurnamaroT nepenuchiBaThCsl, UTPATh, 0OOMEHUBATHCS - POBEPD, HET JIU MOJBOXA;
3. He3zakonHoe konupoBanue ¢aiiinoB B UHTepHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCIbIM O TTpoOJIeMax B CETH - OHU BCET/ia IIOMOTYT;

5. Wcnonb3yil HacTpoiku 0€30MacHOCTU M NMPHUBATHOCTH, YTOOBI HE MOTEPSATh CBOM AaKKayHTHI B
COLICETSIX U IPYrUX MOpTaIaX.

MOXHO
1. VBaxail Ipyrux noJjb30BaTeIIeH;

2. Ilonp3yenibess MHTEPHET-UCTOYHUKOM - JIEJIall CCBUIKY Ha HETO;



3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a MOMOLIBI B3POCIBIM - POJIUTENIM, ONEKYHbl M aJAMHUHUCTpalMs CAWTOB BCeria
IIOMOT'YT;

5. IIpoitnn oOyuenune Ha caiite "CeTeBUUOK" M MOJTydHr MAcopT MUGPOBOro rpakIaHuHa!

[Tpunoxenue N 2

MHO®OPMALIMOHHASA NMAMATKA
AnA ObYYAIKOLWUNXCA AnA PASMELLEHUA
HA OPULIMATIBHBIX MAHTEPHET-PECYPCAX

C KaxIpIM T'OI0M MOJIOJIC)KU B MHTEPHETE CTAHOBUTHCS OOJIbLIE, a MIKOJIBHUKHM OJHHM U3 CaMbIX
aKTHBHBIX IHOJb30BaTesied PyHera. Mexay TeM, IIOMHMO OIPOMHOIO KOJIMYECTBA BO3MOXKHOCTEW,
MHTEPHET HeceT U NMpo0JieMbl. DTa namsTKa JOHKHA IIOMOYb Tebe 6€3011acHO HaXOIUThCS B CETH.

KoMnbroTepHble BUPYCbI

KomnbroTepHblii BUpyC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX HPOTrpaMM, OTIMYUTEIIbHON
0COOEHHOCTBIO KOTOPOM SIBIISIETCS CIIOCOOHOCTh K pa3MHOKEHHIO. B TOTONHEeHEe K 3TOMY, BUPYCBI MOTYT
MOBPEIUTh WM MOJHOCTbIO YHUUYTOXHUTH Bce (ailfibl U JaHHBIE, MOAKOHTPOJIbHBIE MOJB30BATENIO, OT
MMEHU KOTOpOoro ObuIa 3allyllleHa 3apa)K€HHasl Mporpamma, a TakKe MOBPEIUTh WIM JIaXKe YHUYTOXUTb
OIEPALMOHHYIO CHCTEMY CO BceMH ¢ailiaMu B 1eiaoM. B OosibIIMHCTBE CilydaeB paclpOCTPaHSAIOTCS
BHUPYCHI Ue€pe3 UHTEPHET.

MeTopl 3alIUThI OT BPCAOHOCHBIX IPOTrpaMM:

1. Mcnonp3yil COBpEMEHHBIE ONEPALOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HbIM YPOBEHD 3AILUTHI OT
BPEIOHOCHBIX ITPOTPAMM;

2. IlocrosHHO ycraHaBiauBail mauTu (UMQPOBBIE 3alUIaTKU, KOTOpPbIE AaBTOMAaTHYECKHU
YCTaHABJIMBAIOTCSL C LENbI0 JOpaOOTKM MpOrpamMMbl) W JApyrue OOHOBIIEHHMsS CBOEH oOnepanroHHON
cucreMmbl. CkaunBail UX TOJBKO ¢ opuIMaNbHOrO caiita padpadorunka OC. Ecnu cymiecTByeT pexum
aBTOMaTHYECKOI'0 OOHOBJICHHSI, BKIIIOUH €r0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE IOJI IpaBaMM IOJb30BATENs, a HE aJMUHUCTpaTopa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOTPaMM HHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIBHOM
KOMITBIOTEPE;

4. Vcnonp3yili aHTUBHPYCHBIE TPOTPAMMHBIC TMPOIYKTHl H3BECTHBIX TMPOU3BOAMUTENCH, C
aBTOMAaTHUYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb (pU3HYECKH JOCTYH K KOMIIBIOTEPY Il TOCTOPOHHUX JIMLL;

6. Mcnonp3yil BHEIIHNE HOCUTENU MHPOPMAIUH, TaKhe Kak (hielika, JTUCK WK (ailll u3 HHTEpHeTa,
TOJIBKO U3 IIPOBEPEHHBIX UCTOYHUKOB;



7. He oTkpbIBail KOMIBIOTEpHBIC (ailyibl, MONy4YEHHBIE M3 HEHAIEKHBIX MCTOYHHUKOB. [lake Te
¢ailnbl, KOTOpPbIE MTpHUCIIAT TBOM 3HAKOMBIN. JIyuIlle yTOuHHU y HEro, OTHPABJIsUI JIU OH Te0Oe UX.

Cetn WI-FI

Wi-Fi - 5T0 He BHJ mepenayn JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIb OpeHa, Mapka. Eme B 1991
roAy HUAEpJaHAcKas KomraHus 3apeructpupoBana Opena "WECA", uro o0o3Hauao ciloBocoYeTaHHE
"Wireless Fidelity", koTopslii mepeBoaUTCS Kak "0ecrpoBOIHAS TOYHOCTD" .

Jlo Hamiero BpeMeHu Jouuia apyras abopeBuaTypa, KoTopasi sSBISETCS TaKOW )K€ TEXHOJIOTHEer. ITo
a06pesuarypa "Wi-Fi". Takoe HazBaHue OBLIO TaHO C HAMEKOM Ha CTAHJAPT BBICIICH 3BYKOBOW TEXHUKHU
Hi-Fi, uro B mepeBoie 03HavaeT "BbICOKast TOYHOCTB".

Ha, OecruiaTHeli HMHTEPHET-AOCTYN B Kade, OTeIsIX M a’dponopTax sIBIAETCS OTIMYHOM
BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCTIEPTHI CUUTAIOT, uTo obuienoctynubie Wi-Fi cetn He
SBJISIIOTCS] 0€3011aCHBIMHU.

CoBertbl 110 0€30MacHOCTH pabOThI B 00IIEI0CTYIHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro nnuHyo nHpopmaiuio yepes odmienocrynusie Wi-Fi cetu. Paboras B HuX,
JKeJIaTeIbHO HE BBOJIUTH MAPOJIH JJOCTYIIA, JIOTHHBI U KAKHE-TO HOMEPA;

2. Hcnonb3yihi W OOHOBISM aHTUBHpPYCHBIE WporpamMmbl U Opanamayep. Tem caMbIM  Tbl
oOe3omacuib celst 0T 3aKaYKH BHPYCa HAa TBOE YCTPOUCTBO;

3. Ilpu ucnonn3oBanuu Wi-Fi otkimroun ¢ynkmuio "OO6mui goctyn K ¢aitiaMm U mnpuHTepam'.
JlarHast (QYHKIMS 3aKphITa [0 yYMOJTYAHUIO, OJHAKO HEKOTOPHIC MOJIb30BATEIH AKTUBUPYIOT €€ IS
y100cTBa NCIONIL30BaHUA B paboTe uiu yueoe;

4. He ucnonb3yii nyonuunsii WI-FI nns nepenaum Ju4HBIX JaHHBIX, HampuUMep JJs BbIXOJAA B
COLIMAJIBHBIE CETU WM B DJIEKTPOHHYIO IIOUTY;

5. Ucnonw3yit Tonpko 3ammunieHHoe coenuHenue depes HTTPS, a we HTTP, t.e. mpu Habope
BeO-aapeca BBOAM nMeHHO "https://";

6. B moO6unpHOM Tenmedone orkmroun ¢yHkiuio "Tloakmrouenue k Wi-Fi aBromarnuecku". He
JIOTyCKai aBTOMaTHYECKOTO MOAKIIOUEHHUs ycTpoiicTBa Kk ceTsiM Wi-Fi 6e3 TBoero cornmacusi.

CouumanbHble ceTu

ConuanbHble CEeTH AKTUBHO BXOAAT B Hally JKM3Hb, MHOTHE JIOAM pabOTalOT M JKUBYT TaM
IIOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUJUIHAp] YEJIOBEK, UTO SIBJISIETCS OJHOM CEIbMOM BCEX
KHUTeNeW MiaHeTsl. MHOTrHE IOJb30BaTeId HE MOHMMAIOT, YTO HMH(OpMaIus, pa3MelleHHas UMH B
COLIMAJIbHBIX CETSAX, MOXKET ObITh HallJIeHa U MCMOJIb30BaHa KEM YTOJHO, B TOM YHCIe HE 00s3aTeNbHO C
OJaruMu HaMepeHUsIMH.

OCHOBHBIE COBETHI 10 0€30ITIaCHOCTH B COIMAJIBHBIX CETIX:

1. Orpannub cnucok Apy3ed. Y TeOs B APY3bSIX HE JOKHO OBITh CIyYaWHBIX M HE3HAKOMBIX
JTIOJIEH;

2. 3amumai cBOIO YacTHYIO ku3Hb. He ykasbiBail maponu, TenedoHbI, ajapeca, AaTy TBOETO



POXACHUS W JpYTyl0 JHYHYIO HH(pOpMaIuio. 3MOYMBIIIJICHHUKH MOTYT HCIIOJNb30BaTh JaKe
MHGOPMALIHIO O TOM, KaK Thl M1 TBOM POJUTENH IIAHUPYETE IPOBECTU KAHUKYJIBL;

3. 3amuiai CBOIO PemyTaIuio - IEPKU €€ B YHCTOTE U 3a7aBail cebe BOmpoc: XOTeN Obl ThI, YTOOBI
Jpyrue TOJb30BATEIN BUACIH, YTO Thl 3arpyxkaemib? [logymaii, mpexae 4eM 4YTo-TO OIyOJMKOBATb,
HAIlUCaTh U 3arPy3UTh;

4. Ecau TbI rOBOpULIb C JHOJbMH, KOTOPBIX HE 3HAEIIb, HE UCIOJb3YH CBOE PEAIBHOE UM U JPYTYIO
JTUYHYI0 HHPOPMALMU: UMSI, MECTO KUTEIBCTBA, MECTO Y4eOBbl U MPOYee;

5. U36eraii pazmenienust Gororpaduii B IHTEpHETE, I/ie THI M300paXK€H Ha MECTHOCTH, 10 KOTOPOH
MO>KHO OIPENEIUTH TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpanyu B COMAIBHON CETH HEOOXOJMMO HCIIOIb30BaTh CIIOKHBIC ITAPOJIH, COCTOSIIHE
u3 OyKB U (P U ¢ KOTUUECTBOM 3HAKOB HE MEHee §;

7. I[J'IH colaJbHOU CCTH, MOYTBI U APYIrux caiToB H606X0)II/IMO HCIIOJIb30BATh PA3HLIC I1APOJIH.
Torma ecin TeOs B3JIOMAIOT, TO 3JIOYMBINUICHHHUKHU ITOJYYaT JOCTYII TOJIBKO K OJHOMY MCCTY, a HC BO BCC

cpasy.
ONEeKTPOHHbIEe AeHbIU

QHGKTpOHHHe JCHBI'H - 3TO OYCHb y,[[O6HBII>i croco0 HHaTe)Keﬁ, OOHAKO CyHIECTBYHOT MOIIICHHHUKH,
KOTOPBLIC XOTAT MOJYYUTH 9TU ACHBI'U.

QHGKTpOHHHe ACHBI'M NOABUJINCH COBCEM HCAABHO U UMCHHO M3-3a 9TOI'0O BO MHOTHUX T'OCYyAapCTBax
A0 CUX IIOP HE IMPOIMKUCAHO IMMPO HUX B 3aKOHAX.

B Poccun xe oHu (YHKIIMOHMPYIOT M O HUX YXKe MPOMHCAHO B 3aKOHE, TJIe UX pPa3JeisaioT Ha
HECKOJIKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIC. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX
paspemiaercss MPOBOAWTH olepanuu 0e3 UASHTU(UKAIMKU TOJb30BaTeNs, a B HEAHOHHWMHBIX
UJEeHTU(DUKAIMS TTOJIH30BATEIS SIBISETCS 00s13aTEIBHOM.

Taxoke crneayer pa3indarh 3JIEKTPOHHbIE (pUaTHBIE IEHBIU (PaBHBI TOCYAAPCTBEHHBIM BAJIIOTaM) U
ANIEKTPOHHBIE HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJapPCTBEHHBIM BAJIIOTaM).

OCHOBHBIC COBETHI 10 0€30ITaCHOM pa60Te C JJICKTPOHHBIMU NCHBIAMMU:

1. IIpuBsiku K cueTy MOOMIIBbHBIN TenedoH. DTO camMblil yI0O0HBIN U OBICTPHIN CIIOCOO BOCCTAHOBUTH
noctyn K cuery. [IpuBsizaHHBIN TenepoH NMOMOXKET, ecnu 3al0ynellb CBOM MiaTeXHbIH Mapoib HIU
3aiJIenIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonb3yit ogHOpa3oBbie maponn. [locie mepexona Ha YCHUICHHYIO aBTOpU3AIHiO Tebe yke He
OyJZeT yrpokaTh ONMAaCHOCTh KPaXKHl WIIH TepexBaTa IIaTeKHOTO MMapoJis;

3. Boibepu cloXHBIA Mapoib. IlpecTymHukaMm OyaeT He MPOCTO yraaarTh CIOKHBIA Mapolib.
HatesxHble maposiu - 5T0 MapoJik, KOTOPBIE COJEPKAT HE MEHEE 8 3HAKOB U BKJIIOYAIOT B Ce0sI CTPOYHBIE U
NPOIUCHBIE OYKBBI, IU(PHI ¥ HECKOJIBLKO CUMBOJIOB, TAKHE KaK 3HAK J0JUIapa, (yHTa, BOCKIUIIATEIbHBIMA
3uak u 1.11. Hanpumep, $tROng!;;

4. He BBOAU CBOU JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HE NOBCPSCHIL.



ONeKTPOHHasA no4ra

ONEKTpOHHAs IOYTa - 3TO TEXHOJOIMS M IPENOCTAaBISIEMbIE €0 YCIYrM [0 IEPECBUIKE H
MOJIYYEHUIO 3JIEKTPOHHBIX COOOIICHUN, KOTOpBIE PACHpPENesIIOTCS B KOMIbIOTEpHOH ceTu. OOBIYHO
AJIEKTPOHHBINA TOYTOBBIN SIIMK BBITJSIAUT CIEAYIOIUM 00pa3oM: HMMs_IOJIb30BATEIS(@HUMS_JIOMEHA.
Taxxe kpome nepeaaun IPOCTOro TeKCTa, UMEETCS BOZMOKHOCTh TepeaaBaTh (ailiibl.

OcCHOBHBIE COBETHI 110 06€30IMaCHOM paboTe C AIMEKTPOHHOM MOYTOM:

1. Hamo BwIOpaTh NpaBWIBHBIA ITOYTOBBIA CEPBUC. B HWHTEpPHETE €CThb OTPOMHBIN BBIOOD
OecCIIaTHBIX MOYTOBBIX CEPBHUCOB, OJTHAKO JIYYIIIE TOBEPITh TEM, KOTO 3HACIIb U KTO TIEPBHII B pEHTHHTE;

2. He ykaspiBaii B nWYHOW mTouTe JHMuYHyr0 wuHMopmarnuio. Hampumep, mnydimie BwIOpaTh
"My3bIKaIbHBIN (haHaT@'" nimu "pok2013" BMecTo "Temal3";

3. Hcnonp3yil ABYX3TalHYyI0 aBTOPU3ALMIO. DTO KOIJa MOMHUMO Hapojisi HYXHO BBOJIUTH KOJ,
npucbuIaeMblil mo SMS;

4. Boibepu cnokHbIH mapoiib. J[as KaXJI0ro MOYTOBOIO SIIMKA JOJDKEH OBITh CBOM Ha/EXKHbIH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

5. Ecau ecTh BO3MOXKHOCTh HAIlMCATh CcaMOMy CBOM JIMYHBIN BOIIpPOC, I/ICHOJ'IBS}’ﬁ 9TY BO3MOXKXHOCTbD,

6. Vcnonb3ylh HECKOJBKO IMOYTOBBIX SIIMKOB. [IepBbI A1 yacTHOW NMEPENUCKU C ajJpecaTaMy,
KOTOPBIM ThI JIOBEpsieIllb. ITO JIEKTPOHHBIN aJipec He HaJl0 UCIOJIb30BaTh MPU PEruCTpaluy Ha (hopymax
U capTax;

7. He oTkpbiBail (haiinel v Ipyrue BIOKEHHS B MUChMaX, J1a)Ke €ClId OHHM MPUIILUIA OT TBOUX JpYy3eH.
Jlyumie yTO4HM y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (Daitiibr;

8. Ilocne okoHyaHus pabOTHI Ha TOUYTOBOM CEPBUCE MEPE 3aKPHITUEM BKIIAJKHU C CAUTOM HE 3a0yab
HakaTb Ha "BeiiTn".

KnbepObynnuHr unu BuptyanbHoe usaeBaTtesibCTBO

KubepOymiuHr - mpeciiejoBaHHE COOOLICHUSIMH, COJEpXKAlIUMU OCKOpOJIEHHS, arpeccuio,
3alyrUBaHKe; XYJIUTaHCTBO; COIIMAIbHOE OOMKOTUPOBAHKE C MOMOIIBIO PA3JINYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI 110 O0PHOE ¢ KNOEPOYIUITMHIOM:

1. He 6pocaiics B 60#. Jlyummii cnoco0: mocoBeTOBaThCS Kak ce0sl BECTU U, €CIIU HET TOT0, K KOMY
MO>KHO OOpaTUThCS, TO BHadajle YCHOKOMTbCA. Eciu Thl HayHelIb OTBEYaThb OCKOpOJIEHUSMHU Ha
OCKOpOJIEHUS], TO TOJIBKO €elle OOIbIIe pa3okKellb KOH(IUKT;

2. Yopasnsaii cBoell kubeppemnyranuei;

3. AHOHUMHOCTb B ceTH MHHMas. CyIIeCTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 32 QHOHUMHBIM
AKKayHTOM;

4. He crour BecTH XyJAUTaHCKUN 00pa3 BUpPTyalnbHOH u3HH. MHTEepHET (QUKCHpYyeT Bce TBOU
NEHCTBUS U COXpaHSET UX. Y JaIUTh UX OyJaeT KpaiHe 3aTpyJHUTENbHO;



5. CoGmrozait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupydi enuHuuHblii HeraTuB. OIHOpa30BbIE OCKOPOWUTENBHBIE COOOIICHUS JIYYIIe
urHopupoBaTh. OOBIYHO arpeccus MPEeKpaniacTcsi Ha HAaYallbHOW CTaINH,

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSIMH, B COLIMATIBHBIX CETSAX €CTh
BO3MOXKHOCTb OJIOKHPOBKH OTIPaBKU COOOLIEHUI! ¢ OIpe/IeNIEHHBIX alpeCcoB;

8. Ecnu Thl cBuuerenbs kubepOyminHra. TBOM AEMCTBHS: BBICTYNIUTH MPOTUB IpECIIENOBATENS,
II0Ka3aTh €My, 4YTO €ro JEHCTBHUsS OLIEHMBAIOTCSI HEraTUBHO, IOJAJIEP)KaThb JKEPTBY, KOTOPON HY)KHA
MICUXOJIOTHYECKast IOMOIIb, COOOLIUTH B3POCIBIM O (PaKTe arpecCUBHOIO MOBEICHUS B CETH.

Mob6unbHbIN TenedoH

CoBpeMeHHbIE CMapT(HOHBI W IUIAHIIETHI COJAEPKAT B ceOe BIIOJIHE B3POCIBIA (YHKIIMOHAT, H
TEMepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAIMOHAPHBIMU KoMIbioTepamu. OHAKO, CPEICTB 3alIUTHI IS
MOIOOHBIX YCTPOICTB MOKa OYeHb Maso. TecTupoBaHUE U MOUCK YS3BUMOCTEH B HUX IMPOUCXOAUT HE TaK
MHTEeHCUBHO, Kak jyist [1K, To ke camoe kacaeTcss U MOOMIIbHBIX TIPUIIOKCHUH.

CoBpemeHHbIe MOOWJIBHBIE Opay3ephl YykKe MpPaKTHMYECKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmpenue QyHKIIMOHAIA BICYET 32 COO00I OOJBIIYIO CIIOKHOCTh M MEHBIIIYIO 3aIIUIICHHOCTb.

Jlanexo He Bce MPOU3BOAUTENH BBITYCKAOT OOHOBIIEHUS, 3aKPBIBAIOIINE KPUTHUECKUE YA3BUMOCTH
JUISI CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOHUIBLHOTO Teﬂe(bOHaZ

Huuero He siBnsieTcst mo-HacTosieMy OecriaTHeIM. byb 0CTOpOKEH, Be/Ib KOria Te0e MmpeiaraioT
OecruaTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHe-TO TUIaTHBIE YCIYTH;

Hymaii, npexxae yem ornpaButh SMS, ¢oto mnm Bugeo. Thl TOYHO 3Haellb, Iie OHU OyayT B
KOHEYHOM HuTOre?

Heo6xoamuMo 0OHOBISATE ONIEPAIMOHHYIO CUCTEMY TBOETO CMapTQoOHa;
Hcnonb3yit aHTUBHPYCHBIE IPOTPAMMBI JJ11 MOOUTTBHBIX TeNe(OHOB;

He 3arpyxaii npuiioskeHHs: OT HEU3BECTHOT'O MCTOYHHKA, BEJb OHH MOTYT COJCPIKaTh BPEIOHOCHOES
porpaMMHoOe oOecrieueHue;

[Tocne TOro kak Thl BBIWJENIb C caiiTa, I/ie BBOAWI JMUYHYIO MH(POpPMAIHUIO, 3aiiiM B HACTPOMKHU
Opayzepa u ynanu cookies;

Ilepnonnuecku npoBepsii, KAKME IUIATHBIE YCIIYTH AKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBoii HOMEep MOOWIBHOTO TenedoHa TOIMBKO IIOMISAM, KOTOPBIX ThI 3HAEHIb U KOMY
JTOBEPSICIIIb;

Bluetooth nosmkeH ObITh BBIKIIIOUEH, KOT/Ia Thl UM HE Mob3yelibes. He 3a0biBail nHOTa IPOBEPATH
3TO.

Online vrpsbl



CoBpeMeHHbIE OHJIAHH-UIPBI - 3TO KPaCOYHbIE, 3aXBaThIBAIOLIME DPA3BJICUYEHUS, OOBEAMHAIOLINE
COTHH THICSY YEJIOBEK 10 BceMy MUPY. Irpoku MCCIenyroT JaHHBIA UM MUD, OOIIAIOTCS APYT C IPYTOM,
BBIIIOJHAIOT 3aJaHusl, CPaXKarOTCsl C MOHCTPAMM M IIOJIyYalOT OIBIT. 3a YJOBOJBCTBUE OHHU ILIATAT:
MOKYMAIOT JTUCK, OIUIAYMBAIOT aDOHEMEHT MJIH MPHOOPETAIOT KaKUEe-TO OILIUH.

Bce a1tu cpenctBa uayT Ha mojjaep)KaHHE M Pa3BUTHE WIPHI, a TakkKe Ha caMy Oe30MacHOCTH:
COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3AIlMH, BBIMTYCKAIOTCS HOBBIC MaTyd (IUGPOBBIE 3allIaTKH IS
MIPOrpaMM), 3aKPBIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX Urpax CTOUT OmacarbCsd HEC CTOJIBKO CBOUX COIICPHHMKOB, CKOJIBKO KpaXu TBOCTO
ImapoJjs, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpHU3alluA OOJILIINHCTBA urp.

OCHOBHBIC COBETHI 110 0€30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu nmpyroii urpok BeneT ceds MIOXO WM co37aeT Tede HeMpUATHOCTH, 3a0JOKHpYH €ero B
CIIUCKE UTPOKOB;

2. HO)KaHYﬁCH AaIIMUHUCTPpATOpaM HIPbl Ha INIOXOC IIOBCACHUC JOTOI'O MI'POKA, KCJIATCIbHO
IMPHUIIOKUTHb KaKHUEC-TO JOKA3aTCJIbCTBA B BUAC CKPUHOB,

3. He yka3biBaii 1ruHyro nHGOpMaIuio B mpodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIIMaIbHbBIE TATYH U MOJIBI;

6. Mcnonp3yil cliokHbIE U pa3Hble apoJy;

7. Jaxe BO BpeMsl UTPBI HE CTOMT OTKJIIOYATh aHTHBHPYC. [loka THI Wrpaemrb, TBOH KOMIIBIOTED
MOT'YT 3apa3HTh.

PULLIMHT UNKn KpaXxa JIN4YHbIX AaHHbIX

OOBIYHON KpaXKe JeHer W JIOKYMEHTOB CETOJHS YK€ HHUKOTO HE YIWBHIIL, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3TOYMBIIUICHHUKH TEPEMECTUIIUCh B HMHTEPHET, W MPOJOHKAIOT 3aHHUMAThCA
"MroOMMBIM" TETTOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUIIMHT, TJaBHas LEJlb KOTOPOTo
COCTOUT B TIOJYYEHHWH KOH(HUICHIMATBHBIX JaHHBIX TII0Jb30BaTeNiell - JIOTHHOB W mapoieil. Ha
aHrMicKkoM s3bike phishing untaercs kak gummHr (ot fishing - peiOHas noBis, password - Tapodb).

OcHOBHBIE COBETHI 110 60PHOE € QUITHHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Ecim Thl mojo3peBaelib, YTO TBOS aHKEeTa Oblla B3JOMaHa, TO
HE00X0MMO 3a0JIOKHPOBATh €€ U COOOIINTH aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. I/ICHOHBSyﬁ Oe30ImacHbIe Be6-cal>'ITBI, B TOM YHUCJIC, MHTCPHCT-MAlra3uHOB U ITOUCKOBBIX CUCTCM;

3. Hcmonw3yit cnokHBIE W pa3Hble Mapoiu. TakuMm oOpa3oM, eciu TeOs B3JIOMAKT, TO
3MIOYMBINUICHHUKY TOTYyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;



4. Ecmu T1ebs B31OManu, TO HEOOXOAMMO TMPEIyNpEeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
nobaBieHsl y TeOs B ApYy3bsX, O TOM, YTO TeOs B3JIOMalMd M, BO3MOYKHO, OT TBOErO MMEHHU Oyner
pacchlIaThCs CIlaM U CCHUIKH HA (DMITMHTOBBIC CANTHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOUITBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Mapoisi B Opaysepe;

7. He oTkpbiBaii daiiasl U ApyTrUe BIOKECHUS B MHUChMaX, a)Ke €CJIU OHU MPHUIIUIA OT TBOUX JIPY3€il.
Jlydiiie yTOYHH Y HUX, OTIPABIISIIN JIK OHU TEOE AT (Paiiiibl.

LincdpoBas penyrauus

[udpoBast pemyraunusi - 3TO HETraTUBHAs WJIM TO3UTHBHAA HH(OpMamuss B ceTH O Teoe.
Komnpomerupyromas nHpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CepPbEe3HBIM 00pa3oM OTPa3UThCS
Ha TBoeW peanpHOU >ku3HU. "Lludposas pemyranus” - 3TO TBOM MMHIDK, KOTOPBIA (popMupyercs w3
nHpopMaiuu o Tebe B MHTEpHETE.

TBoe MecTo KHTENbCTBA, y4eObl, TBOE (PMHAHCOBOE TIIOJOKEHHE, OCOOCHHOCTH XapakTepa M
pacckasbl 0 OJIM3KHX - BCE 9TO HAKAIUIUBACTCS B CETH.

MHorue moIpoCTKH JIETKOMBICICHHO OTHOCSTCA K IMyOnukanuu TuuHor nHpopmanun B MHTEpHETE,
HEe TMOHUMasi BO3MOXKHBIX MocieAcTBUNA. Thl nake HE CMOXKELIb J0raaatbcsi O TOM, 4TO Qororpadus,
pa3MenieHHas S JIeT Ha3aj, cTajla IPUYMHOM OTKa3a MPUHATH Te0s Ha padoTy.

KommeHnTapuu, pazmerienue TBoux ¢ororpaduil U apyrue IeHCTBHS MOTYT HE UCYE3HYTh Jaxe
IocJie TOro, KaK Thl MX yJalullb. Thl HE 3HaEllb, KTO COXpPaHWJ 3Ty MH(OpMalHMIo, Ionaja jJu OHa B
IIOMCKOBBIE CUCTEMBbl M COXPAaHWJIACh JIM OHA, a IJIAaBHOE: YTO MOJYMAIOT O Tebe OKpY’KaIoLIUe JIFOAH,
KOTOpbI€ HAWYT U yBUAAT 3T0. HaiiTn nHopmannio MHOTO JIET CIIYCTSI CMOKET JIF000H - Kak U3 J0OpBIX
noOyAeHUH, TaK U C HAMEPEHUEM IPUYUHUTH BpeA. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aLIUTE HU(PPOBON permyTauu:

1. IMoxymaii, mpexxe 4eM 4To-TO MyOJIMKOBaTh M IMepenaBaTh y ceds B OJore MM B COLUAIBHON
CeTH;

2. B mHacrpoiikax mnpodwis YCTaHOBM OrpaHUYEHHs Ha IMPOCMOTP TBOEro MNpoQuiIs U €ro
COJIEP’KUMOT0, CIIeNIail €ro TOJIBKO "uist Ipy3en';

3. He pa3smemaii u He ykaspiBall HMH(OpMAIHIO, KOTOpas MOXET KOro-Tud0 OCKOpOISITH WU
00MXKAaTh.

ABTOpCKOe npaBo

CoBpeMeHHbBIE IMKOJLHUKH - aKTUBHBIE TOJB30BaTENN MU(PPOBOTO MpocTpaHcTBa. OqHAKO JaIeKo
HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTHMHU BO3MOXHOCTSAMU LIU(DPOBOTO MUpa TpeOYyeT COONIOACHHUS TTPaB
Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTb.

TepMmuH "HHTEIIEKTYaIbHAsE COOCTBEHHOCTH'" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSM YeJIOBEYECKOTO
yMa, HauylHasi ¢ HOBBIX U300pETeHH 1 3HaKOB, 0003HAYaIOIINX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMHu, poTorpadusiMu, KHHOPHIbMaMH U MY3bIKQJIbHBIMU TIPOU3BEICHUSIMH.



ABTOpCKHME TIpaBa - 3TO MpaBa Ha MHTEJUICKTYaJIbHYI0 COOCTBEHHOCTh Ha INPOU3BEICHHS HAYKH,
JUTEpaTyppl M HCKYCCTBAa. ABTOPCKME IIpaBa BBICTYNAOT B KadeCTBE TapaHTHH TOrO, YTO
MHTEIJUICKTYaJIbHBII/TBOPUECKUH TpyA aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBeJIMBbIC
BO3MOKHOCTH 3apa0oTaTh Ha pe3ysbTaTax CBOErO TPyJa, MOIYYUTh W3BECTHOCTh M IpuU3HaHue. Hukro
0e3 paspelleHHsl aBTOpa HE MOXKET BOCHPOM3BOAUTH €ro MPOU3BEAEHHE, PACHPOCTPAHSAThH, ITyOIUYHO
J€MOHCTPUPOBATh, IPOAABaTh, HMIOPTUPOBATh, IIyCKaTb B HPOKAT, IYOJUYHO HCIOJIHATS,
MOKa3bIBaTh/UCIIONHATH B 3upe mim pasmemiats B lHTepHeTE.

Hcnonp3oBanue "MUpaTcKoOro" mporpaMMHOro o0ecredeHuss MOXKET MPUBECTH K MHOTUM PHUCKaM:
OT TOTepH JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKM TBOETO YCTPOMCTBA, TJE YCTaHOBIICHA
HeneranbHass mporpamMma. He cTtouT Takke 3a0bIBaTh, UTO CYILECTBYIOT JierajibHble U O€CIUIaTHbIC
MIPOrpaMMbl, KOTOPbIE MOXKHO HAalTH B CETH.

O nopTrane

CeteBHUOK.p( - TBOW INIaBHBIA COBETYHK B CETU. 371E€CHh ThI MOXKEIIb Y3HATh O 0€30MMaCHOCTH B CETH
MOHATHBIM M JOCTYIHBIM S3bIKOM, a IPU BO3HMKHOBEHUM KPUTHYECKOM CHUTyallud OOpaTHThCS 3a
COBETOM. A Tak)Ke IPUHATH y4aCTHE B KOHKYpCaX U CTaTh CaMbIM LU(POBBIM I'paxk1aHUHOM!

[Ipunoxenne N 3
NAMATKA ONa POOAUTENENA OB UHOOPMALIMOHHOW EE30MNACHOCTU OETEN

Onpenenenne TepMmuHa "wH(GOpMaNMOHHAs Oe30macHOCTh neTei" comepkurcs B dDemepalibHOM
3akoHe N 436-03 "O 3amuTe aetei oT MHGOPMAIMK, TPUUMHSAIOLIEH Bpell UX 3A0POBBIO U pa3BUTHIO",
PEryJIUPYIOIIUM OTHOLICHUS], CBSI3aHHBIE C 3alllUTOW JeTell oT MH(pOopMaluu, TPUYUHSIONIEH Bpen uX
3710pOBbIO U (WK) pa3BuTHI0. COracHO JaHHOMY 3aKOHY "HH(pOpMaIMoHHas 6€30acHOCTh JeTel" - 3To
COCTOSIHME 3alUIIEHHOCTH, IPU KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBIN C MPUUMHEHUEM HMH(pOpManuen
BpeJla X 370pPOBbIO U (WIH) PU3NUECKOMY, ICUXUIECKOMY, TyXOBHOMY, HPAaBCTBEHHOMY Pa3BHUTHIO.

B cuny ®enepanbaoro 3akona N 436-O3 undopmainueit, mpUIUHSAIONICH Bpea 310POBBIO U (HIIH)
Pa3BUTHUIO IETEH, SBISETCS:

1. uadopmarnus, 3anpenieHHas Jyisl paclpoCTPaHESHUsI CPEU JACTEH;

2. uadopMalus, pacpocTpaHEHHE KOTOPOM OTpaHHUEHO CPEH JIeTel ONMpeaeIeHHbIX BO3PACTHBIX
KaTEropuil.

3. K uadopmarum, 3arpenieHHoi s pacipocTpaHeHHsI CPeIu IeTel, OTHOCUTCS:

4. uadopmanus, nmodyxaaromas aeTel K COBEPIIEHUIO0 JEWCTBUM, MPEACTaBISIOUINX YIpo3y HX
KHU3HU U (UIIM) 3/J0POBBIO, B T.4. IPUYMHEHHUIO BpEa CBOEMY 3/10pPOBbIO, CAMOYOUNHCTBY;

5. crnocOoOHOCTH BBI3BATh y JIETEH jKeIaHue ynoTpeOUTh HAPKOTHUECKHE CPEACTBA, ICUXOTPOITHbIE U
(uM) ONypMaHMBAIOLIME BEIECTBA, TaOauHble W3JENUs, AQJTKOTOJBHYI0O U CIHPTOCOIAEPIKAILYIO
MPOJYKIIMIO, TUBO M HAMTKH, U3TOTaBIMBAEMble HA €r0 OCHOBE; NMPUHATH y4yacTHE B a3apTHBIX UTpax,
3aHUMATbCS MPOCTUTYLIUEH, OPOISKHUYECTBOM MITH MONPOLIAHUYECTBOM;



6. 000CHOBBIBAIOIIAs] WJIM ONPABIBIBAIONIAS JOMYCTUMOCTh HACWIMA M (MJIM) >KECTOKOCTH JIHOO
o0y KAarolasi OCyIIEeCTBIATh HACHJIbCTBEHHbIE JIEWCTBUS 10 OTHOUIEHHUIO K JIFOIIM U JKUBOTHBIM;

7. OTpHIIAIOIIAsl CEMEUHBIE [IEHHOCTU B (POPMUPYIOIIAsi HEYBAXKCHUE K POJAUTEISAM U (UITU) APYTUM
YJIeHaM CEMbH;

8. olpaBabIBaIOIIAsl IPOTUBOIPABHOE ITOBE/ICHICE;
9. coneprkaniasi HELIEH3YPHYIO OpaHb;
10. coneprxkamast HHGOPMAIUIO TOPHOTpaPUIECKOT0 XapaKTepa.

K undopmaiuu, pacnpoctpaHeHHE KOTOPOH OrpaHUYEHO CpeAM AETel ONpeAesieHHOro BO3pacTa,
OTHOCHUTCSL:

1. PIH(bOpMaI_[I/Iﬂ, npeacraBjsicMasd B BUIAC I/1306pa)K€HI/I$I 1 onnucaHus XCCTOKOCTH, (bHSquCKOFO u
(I/IJII/I) MNCUXHNYCCKOT'O HACHUJIUA, MPECTYIJICHUSA UK NHOT'O aHTI/IO6H1€CTBeHHOFO I[@ﬁCTBHSI;

2. BBI3BIBAIONIAS Y JETEH CTpax, yac WIM MaHWKY, B T.4. MpeJcTaBisemMas B BUAE M300pakeHUs
WU ONHWCAaHWsA B YHHXKAIOUIEH 4YeIOBEUEeCKOE JOCTOMHCTBO (opMe HEHACHIbCTBEHHOM CMEpTH,
3a0oeBaHus, CaMOyOUIiCTBA, HECUACTHOTO Cy4asi, aBapuu WK KatacTpodbl U (WIK) UX MOCIEACTBHIA;

3. mpexcraBisieMasl B BHJIC U300paKEHUS WIH OMTUCAHUS TIOJIOBBIX OTHOIICHUH MEXITYy MYKIHMHOU U
JKEHIIIUHOM;

4. conepxamasi OpaHHBIE CIIOBA U BHIPAKEHUS, HE OTHOCAIINECS K HEIIEH3YPHOU OpaHH.

C yuerom storo Bam mnpemmaratorcs mpaBuiia paboThl B ceTd WHTepHET Uisi pa3IU4HbIX
BO3PACTHBIX KaTErOpui, COOIIOIEHNE KOTOPHIX MO3BOJIUT O0SCIICUNTh HHPOPMAITMOHHYIO 0€30M1acHOCTh
BallluX JeTe.

O6wme npaBuna gns poguTtenen

1. He3aBucumo oT Bo3pacTa peOeHKa HCHOJb3yHTE MpOrpaMMHOE OOecledeHue, MOMOoraroliee
¢uIbTpOBaTH W KOHTPOJUPOBATh HMH(OpMAalMIO, HO HE IMoJiaraiiTech MOJHOCThIO Ha Hero. Bame
BHUMaHME K PeOCHKY - IJIaBHBIA METO/1 3aIUTHI.

2. Eciu Bam peOeHOK MMeeT akKayHT Ha OJHOM U3 couuanbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHMMaTeNbHO H3y4yHTe, KaKyl0 HH(POPMALMIO TOMEIIAIOT €ro
YYaCTHUKH B CBOMX Mpoduisx u 6iorax, BKiIovas pororpaguu u BUIEO.

3. TlpoBepbTe, ¢ KakuMu JpYTMMH CaliTaMd CBSI3aH COLUANbHBIA cepBUC Bamero pebeHka.
Crpannuku Bamero peOeHka MoryT ObITh 0€30MacHBIMH, HO MOTYT M COJEPXKaTh CCHUIKM Ha
HEeXKellaTeNbHBIE W OMacHbIe CalThl (HApUMeEp, MOPHOCAUT, WM CAalWT, HA KOTOPOM IPYT YIMOMHHAET
HOMEp cOTOBOTO TenedonHa Bamero pedenka win Bam nomarnmauii aapec)

4. IMoomrpstitite Bammx aeteii coo0mars 000 BceM CTPAaHHOM WU OTTAIKHBAIOIIEM U HE CIUIIKOM
OCTPO pearupyurte, KOrjja OHU ATO JeNaroT (M3-3a OMaceHUs MOTepATh AoCcTyn K MHTepHeTy netu He
TOBOPSIT POJUTENSIM O TpodIemMax, a Takke MOTYT HayaTh UCIOJIb30BaTh IHTEpHET BHE JJOMA U IIKOJIBI).

5. byabte B Kypce cereBoit xku3Hu Bamiero pebenka. MHTepecyiiTech, KTo UX Apy3bs B MHTepHeT
TaK e, KAK MHTEPECYETECh PEATbHBIMU APY3bSIMHU.



Bo3pacTt ot 7 oo 8 ner

B MHuTepHeTe peGeHOK cTapaeTcst IOCETUTh T€ WM MHbBIE CAWThl, @ BO3MOXKHO M 4aThl, pa3pelieHne
Ha MOCEIIEHUE KOTOPBIX OH HE MOoNyduia Obl oT poautenei. IlosTroMy poauTensiM 0coOOE€HHO IOJIE3HBI
OyAyT Te€ OTYeTbl, KOTOpbIE MPEIOCTABISIIOTCA IPOrpaMMaMH I10 OrPAHUYEHUIO HCIIOJIb30BaHMS
WntepHera, 1.e. Pogurenbckuii KOHTPOIb MM TO, YTO BBl CMOXKETE YBUIETh BO BPEMEHHBIX (haitnax. B
pe3yabTare, y pebeHka He OyJeT OUIYIIEHUs, YTO 3a HUM BEAETCS MOCTOSHHBIM KOHTPOJb, OJHAKO,
poauTenu OyAyT MO-TIPEeKHEMY 3HATh, KaKHE CAWThI MOCEIaeT ux pedeHok. /letw B JaHHOM BO3pacTe
00J1aJjat0T CUJIBHBIM YyBCTBOM CEMbH, OHH JIOBEPUYMBBI U HE COMHEBAIOTCSA B aBTOpUTeTax. OHU JIIO0AT
UTPaTh B CETEBBIE UIPHI U IIyTEIIECTBOBATH 110 MIHTEpHETY, UCIIOJIB3Ysl JJIEKTPOHHYIO I10YTY, 3aXOJUTh Ha
CaMTHI U YaThl, HE PEKOMEH0BAHHBIE POIUTEISIMH.

Cosetsl 110 Oe30macHocTH B cetu UHTEepHeT s neteit 7 - 8 ner

1. CoznaiiTe ciucok AOMalIHUX ITpaBuil oceuieHus: MiuTepuera npu yyactuu neteit u tpeOyiite ero
BBITIOJIHEHUS.

2. Tpebyiite ot Bamero pebeHka coOar01eHIS BPEMEHHBIX HOPM HAaXOXACHUS 32 KOMIIBIOTEPOM.
[Tokaxwure pebenky, uto Bel HaOmogaere 3a HUM He OTOMY 4TO Bam 3T0 Xouercs, a moromy uTo Bl
0eCroKOUTECH O €ro Oe30MaCHOCTH U BCET/1a TOTOBBI €My TIOMOYb.

3. Komnblotep ¢ mnoaxmoueHueM K MHTepHETy NOJDKEH HaxOAMTbCs B OOIIEH KOMHAaTe IOJ
IIPUCMOTPOM POJUTENIEH.

4. HCHOHBBYﬁTe CIICHHUAJIBbHBIC NJCTCKHUEC IIOMCKOBBIC MAallIMHBI.

5. Hcnonb3yiite cpeicTBa OJOKUPOBAHUS HEXKEIATETBHOIO KOHTEHTAa Kak JIOMOJHEHHE K
CTaHAapTHOMY PoIUTENbCKOMY KOHTPOJTIO.

6. Co3naiite ceMeWHBbIN SJEKTPOHHBIN AWK, YTOOBI HE TO3BOJUTH JIETAM HWMETh COOCTBEHHBIC
azpeca.

7. brnokupyiiTe mocTynm K caitaM ¢ OeCIIaTHBIMH TIOYTOBBIMH SIITUKAMH C TIOMOIIBIO
COOTBETCTBYIOIIETO MTPOrPaMMHOT0 0OecIIeueHusl.

8. Ilpuyuute nereid coBeTroBaThcs ¢ Bamu mepex omyOiMKOBaHMEM KaKOW-THOO WH(pOpMAIMH
CpeACTBaMU 3JIEKTPOHHOM MMOYTHI, YaTOB, PErUCTPALMOHHBIX (GOpPM U mpoduei.

9. HayuuTe nereil He 3arpyxarthb (pailibl, IporpaMMbl UJIM MY3bIKY 0€3 Balllero COrjacusl.
10. He pazpemaiite geTsM HCIOIB30BaTh CIYKObl MTHOBEHHOT'O OOMEHA COOOIIEHUIMHU.

11. B "Oenbiit" crimucok caliToOB, pa3pelIeHHBIX ISl OCEUIEHHs, BHOCUTE TOJIbKO CAalThl C XOpoIIei
penyramnuen.

12. He 3a0biBaiiTe OecemoBaTh ¢ AeThbMU 00 UX Jpy3bsix B MHTepHETe, Kak eciu Obl pedb muia o
JIPY3bsiX B peabHOM KU3HH.

13. He nenaiite "taOy" U3 BOMPOCOB IMOJIOBOM *H3HHU, TaK Kak B VIHTepHeTe IeTH MOTYT JIETKO
HATKHYTHCS Ha IOPHOTpaHIo UM CalThl "1 B3pOCIbIX".



14. Ilpuyuure Bamiero pebenka cooOmarh BaM O JIFOOBIX yrpo3ax WIM TPEBOTaxX, CBSI3aHHBIX C
Wurteprerom. OcTaBaiiTech CIIOKOWHBIMH M HAIlOMHUTE JIETSIM, YTO OHM B OE30IACHOCTH, €CIH CaMH
pacckazany BaM O CBOMX TpeBorax. [loxBaimWTe MX M IMOCOBETYHTE MOJOWTH emie pa3 B MOJOOHBIX
cIyJasx.

BospacTt geten ot 9 oo 12 ner

B nanHoM Bo3pacte 1eTH, Kak IIPaBUJIO, YK€ HACIBIIIAHbl O TOM, Kakasi HH(QOpMalus CyLECTBYET B
WNuTtepuere. CoBeplIeHHO HOPMAJIbHO, YTO OHU XOTSAT 3TO YBMJIETh, IPOYECThb, ycibliaTh. llpu sToM
HY>KHO IOMHUTb, YTO JOCTYII K HEXeJIaTeJIbHbIM MaTepHajaM MOXKHO JIETKO 3a0JIOKMPOBATh IPU MOMOIIU
cpexncts Ponurensckoro KOHTpOIIS.

CoBeTbl 0 0€30IIaCHOCTH JUIA aeTeid oT 9 no 12 ner

1. Co3paiiTe CIMCOK JOMAITHUX MpaBui noceuieHus: HTepHeT npu yyacTuu aetei u Tpedyiite ero
BBITIOJTHEHUS.

2. TpeOyiite ot Bamero pedenka coOIr0AeHISI HOPM HAXOXKICHHS 32 KOMITBIOTEPOM.

3. HaGnromaiite 3a pebeHKOM Mpu paboTe 3a KOMIBIOTEPOM, MTOKAKHUTE eMy, 9TO Brl OecriokonTech
0 ero 0e30MacHOCTH M BCErJla TOTOBBI OKAa3aTh €My ITOMOIIIb.

4. KomnbploTep ¢ MNOAKIIOYEHHEM B VIHTEpHET NOJKEH HaxXOAUTbCs B OOIIEH KOMHATe I0A
IIPUCMOTPOM POAUTENEH.

5. Hcnonb3yiite cpeacTBa OJOKUPOBAHUS HEXKEIATETBHOIO KOHTEHTAa KaK JIOMOJHEHHE K
cTaHIapTHOMY PoauTensckoMy KOHTPOIIO.

6. He 3a0biBaiiTe mprHUMaTh HEMOCPEICTBEHHOE y4acTHe B )KU3HU peOeHKa, Oece1oBaTh ¢ I€TbMU
00 ux 1py3bsax B MHTepHeTe.

7. HacrauBaiiTe, yToObl N€TH HUKOIJIAa HE COIJAlllalNCh HA JIMYHBIE BCTPEYU C APY3bIMH IO
HNHurepHery.

8. [lo3BosisiiTe MEeTAM 3aX0IMTh TOJIBKO Ha CalThI U3 "Oesoro" crnucka, KOTOPBIM co3AaiiTe BMECTe ¢
HUMH.

9. [IpuyunTte neTeil HUKOT/Ia HE BbIIaBaTh JIUUHYI0 HH(GOPMAIIMIO CPEICTBAMU AIIEKTPOHHON MOYTHI,
9aToB, CUCTEM MIHOBEHHOTI'O0 0OMEHA COOOIIEHUSIMH, PETUCTPALIMOHHBIX (POPM, JIMYHBIX MpoduiIel U Npu
perucrpanuu Ha KOHKypchl B IHTepHeTe.

10. Ilpuyunrte neteil He 3arpyxath nporpammMmsl 6e3 Baiero paspemenns. OObSICHUTE UM, YTO OHU
MOTYT CIIy4ailHO 3arpy3UTh BUPYCHI WJIU JIPYrO€ HEXeIaTeabHOe IPOrpaMMHOE 00ecIIedeHue.

11. Coznaiite Bamemy peOeHKy OrpaHUYEHHYIO YUETHYIO 3alUCh 7151 paboThl Ha KOMITbIOTEpE.

12. Ilpuyuute Bamiero pebenka cooOmaTh BaM O JIOOBIX Yrpo3ax WJIH TPEBOrax, CBSI3aHHBIX C
WuTepHerom. HamoMHuTE A€TAM, UTO OHU B 6€30MACHOCTH, €CIIM CAMHU PAacCKa3alld BaM O CBOUX TPEBOIax
U OTIaCEHUSsIX.

13. Pacckaxkure netsim o mopHorpaduu B MHTEpHETE.



14. HacrauBaiite Ha TOM, YTOOBI JE€TH MPEJOCTABISIIM BaM JOCTYI K CBOCH 3JIEKTPOHHOHM MOYTeE,
9TOOBI BBl YOEIWIINCH, YTO OHU HE OOIIAI0TCS C HE3HAKOMIIAMHU.

15. OObsicHUTE JeTsM, 4YTO HENb3s HCIOJB30BaTh CETh Ul XYJIUTAHCTBA, PACIPOCTPAHEHUS
CIUIETEH WK YIPO3.

BospacTt geten ot 13 no 17 netr

B sTOM BO3pacTe nNogpOCTKH aKTUBHO UCIOJb3YIOT IOMCKOBBIE MALIMHBI, [TOJIB3YHOTCS JJIEKTPOHHON
MOYTOH, CITy’)kKOaMH MTHOBEHHOTO OOMEHa COOOIIEHUSMH, CKauMBAIOT MY3bIKY U (puiibMbl. Manbunkam B
3TOM BoO3pacTe OoJjbllle [0 HpaBy CMETaThb BCE OTPAHMYEHHUsS, OHM KAXKIYT IpyOOro :oMopa, a3apTHBIX
Urp, KapTHHOK "nmis B3pociblx". JIEeBOUKM MPEANOYUTaIOT OOLIAThCsl B yaTaxX, IPU 3TOM OHHM ropasio
0oJiee UyBCTBUTENBHBI K CEKCYyalIbHBIM JIOMOraTesbcTBaM B MIHTepHeTe.

3ayacTyro B JaHHOM BO3pPAacTe POAMTENSAM YK€ BeChbMa CI0XHO KOHTPOJIMPOBATh CBOUX JETEH, TaK
Kak 00 VHTepHeTe OHHM yXe 3HAIOT 3HAYUTENBHO OoJblle CBOMX poauTeneil. Tem He MeHee, He
oTnyckaiTe naeredl B "cBoOogHoe miaBaHue" mo HMHrepHery. CrapaiiTech akTUBHO Y4acTBOBaTh B
obmenuu pedenka B IHTepHeTe.

Baxxno mo-npexxHeMmy cTporo codmoaars npasuia MHTepHET-0€30MaCHOCTH - COTJIALIEHUE MEKIY
pooutensiMu M AetbMu. Kpome Toro, HeoOXOAMMO Kak MOXHO 4alle HOpOCMaTpUBaTh OTYETHl O
nestenbHOCTH Aeteid B MHTepHere. Crnemyer oOpaTWTh BHUMAaHUE Ha HEOOXOJAMMOCTH COJCPIKAHHS
POIOUTENBCKUX Mapojel (maposiel aJMUHHCTPATOPOB) B CTPOrOM CEKpeTe M 0oOpaTUTh BHMMAaHHUE Ha
CTPOrOCTh 3THUX NAPOJIEH.

Cogersl 110 06€30MacHOCTH B 3TOM Bo3pacte ot 13 g0 17 ner

1. Co3pmaiiTe cnMCOK IOMAIIHUX MPaBHI IOcelieHus VHTepHeTa Mpu y4acTUU TMOAPOCTKOB U
TpeOyiiTe Oe3yCIIOBHOTO ero BhIMOJHEHUs. OOroBopuTe ¢ peOEHKOM CIHCOK 3alperieHHBIX CalTOB
("uepHbIii crincok"), yacel paboTel B IHTEpHETE, pyKOBOJCTBO MO o0IIeHnio B lHTepHeTe (B TOM YHcle B
yaTax).

2. KOMHBI-OTep C MIOAKIIFOYCHHUEM K CCTHU I/IHTepHeT JOJIDKCH HaXOdUTHCS B 06]1_[6171 KOMHATC.

3. He 3a0riBaiiTe OecenoBath ¢ JeTbMH 00 UX JIpYy3bsiX B MIHTepHETE, O TOM, YEM OHU 3aHSTHI TAKUM
o0pa3zom, OyATO pedb HAET O APY3bsX B peabHOM ku3HU. CripaluBaiiTe o JIOIAX, C KOTOPBIMU JI€TH
00IIIaI0TCSI IOCPEACTBOM CITY>KO MITHOBEHHOTO OOMEHA COOOIICHHSIMU, YTOOBI YOIUTHCS, YTO 3TH JIIOIN
UM 3HaKOMBI.

4. Hcnonw3yiiTe cpenctBa OJOKHUPOBAHUS HEXKEJIATENbHOIO KOHTEHTAa KakK JIONOJHEHHE K
CTaHAapTHOMY PoUTENbCKOMY KOHTPOJTIO.

5. HeoOxomumo 3HaTh, KakMMU 4YaTaMu Mosb3yloTcss Bamwm netu. Iloompsiite ucnonb3oBaHue
MOJIEpUPYEMBIX YaTOB M HACTAUBANTE, YTOOBI IETH HE OOIIAINCH B IPUBATHOM PEKUME.

6. HacrauBaiiTe Ha TOM, YTOOBI [1€TM HUKOI/IAa HE BCTPEUYAIMCh JIMYHO C APY3bSIMHU H3 CETU
HNutepner.

7. llpuyunte Aetell He BbIJABaTh CBOIO JIMYHYIO MH(GOPMALIMIO CPEICTBAMH JIEKTPOHHOM IOYTHI,
YaToB, CUCTEM MIHOBEHHOI'0 0OMEHa COOOIIEHUSMH, PETUCTPAIMOHHBIX (POPM, IMYHBIX MpOodUIIeH U pu
perucTpanuy Ha KOHKypchl B IHTepHeTe.



8. [IpuyunTe neteil He 3arpyxarth nporpammsl 6e3 Bamiero paspemienusi. OObSCHUTE UM, YTO OHU
MOTYT ClIy4aiiHO 3arpy3UTh BUPYCHI WJIU JIpYTrO€ HeXelaTeabHOoe IPOorpaMMHOe o0ecriedeHue.

9. Ilpuyunte Bamero peOeHka cooOmiaTe BaM O JIIOOBIX Yrpo3ax WM TPEBOrax, CBSA3aHHBIX C
WuTepHerom. HanoMHuTe 1€TSIM, 4YTO OHU B OE€30IIaCHOCTH, €CJIM CaMM paccKas3ajd BaM, O CBOUX YIpo3ax
i TpeBorax. [loxBanuTe nX U MOCOBETYWTE MOAONTH €IIe pa3 B MOJOOHBIX CIyJasx.

10. Pacckaxure nersm o mopHorpabuu B MHTepHere. IlomMoruTte MM 3alIUTHTBCS OT CIIama.
Hayuute nmoapoctkoB He BblaBaTh B IHTEpHETE CBOEro peaibHOr0 3JIEKTPOHHOTO ajipeca, He OTBEUYaTh
Ha He)KeJaTelbHbIe MMChMa U HCIIO0Ib30BaTh ClIeUATbHbIE TOYTOBBIE (PHIIBTPHI.

11. [IpuyunTe cedst SHAKOMUTHCS C CAliTaM#, KOTOPBIE MTOCELIAI0T MOIPOCTKH.

12. HayuuTe neteit yBakaTh APYrUX B UHTEPHETE. Y OSAUTECH, YTO OHM 3HAIOT O TOM, YTO MpPaBHIIA
XOPOIIETO MOBEACHUS ACUCTBYIOT BE3JI€ - 1K€ B BUPTYaIbHOM MUDE.

13. OObscHUTE JETSIM, YTO HU B KOEM Cilydae Hellb3s HCHOjb30BaTh CeTh JUIsl XYJIMIaHCTBA,
pacrpoCTpaHEHUs CIUIETEH UM YTPO3 APYTHM JTIOASM.

14. Ob6cyaute ¢ TOAPOCTKaMU MPOOJIEMBbl CETEBbIX a3apTHBIX WUIP M HMX BO3MOXHBIA PHUCK.
Hamomuure, 94T0 1€TH HE MOTYT UTpaTh B 3TH UTPHI COTJIACHO 3aKOHY.

[TocTosiHHO KOHTpoONUpYiiTe ucnonb3oBanue MurepHera Bammm pedbenkom! 1o He HapylIeHUE €ero
JMYHOTO IIPOCTPAHCTBA, a Mepa MPEIOCTOPOKHOCTH M IposiBIieHWE Bameld poauTenbeKou
OTBETCTBEHHOCTHU U 3a00THI.




