HNudpopmannonHas namMaTKa 1J1s1 00y4al0IUXCsH
AJIsl pa3MellleHHus1 Ha 0(puIMaIbHbIX HHTEPHeT-pecypcax

C KaXIpIM TOJIOM MOJIOASKH B MHTEpHETE CTaHOBHUTCS OOJBINE, a MKOJLHUKU OJHU W3
CaMbIX aKTUBHBIX MoJib30oBarener Pynera. Mexnay TemM, TOMUMO OIrPOMHOTO KOJIMYECTBA
BO3MOKHOCTeH, MHTepHeT HeceT W mpoOjieMbl. JTa maMsATKa JOJDKHA IOMOYh Tebe
0e30MacHO HAXOUThCS B CETH.

+ KoMnbroTepHbie BUPYChI

KomnbroTepHblii BUPYC — 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX MPOTpPaMM,
OTJINYUTETILHOW 0COOCHHOCTBIO KOTOPOH SIBIIIETCSI CTOCOOHOCTH K pa3MHOKeHU0. B
JOTIOJIHEHHE K ATOMY, BUPYCHI MOT'YT MOBPEJAUTH WJIM MOJHOCTHIO YHUYTOKUTH BCE
(aiinbl 1 TaHHBIC, MOJIKOHTPOJIBHBIC MOJIB30BATEN0, OT UMEHH KOTOPOTo Oblia
3amylieHa 3apakxEHHas MporpaMma, a TakyKe MOBPEIUTh WIH J1a)K€ YHUUTOXKUTh
OTIEPAIIMOHHYIO CUCTEMY CO BceMHU (haiiyiaMu B 11eJI0M. B OOJIBIIMHCTBE ClTydaeB
PaCIPOCTPAHSIIOTCSI BUPYCHI Ye€pPE3 UHTEPHET.

MeTobI 3aITUThI OT BPEJIOHOCHBIX MTPOTPAMM:

1. Hcnonw3yii COBpEeMEHHBIC ONEPAIIMOHHBIC CHCTEMBbI, HMEIOIINE CePbE3HBIN
YPOBEHbB 3aIIUTHI OT BPEAOHOCHBIX IIPOrPaMM;

2. TloctosiHHO ycTaHaBIMBai mautu (IIMGPOBBIE 3aIUIATKH, KOTOPHIE
ABTOMATUYECKH YCTAHABIMBAIOTCA C LIETBIO IOPAOTKU MPOTPaMMBbI) U JIPYyTrHe
OOHOBJIEHHS CBOEH orepannoHHOM cucteMbl. CkaunBail UX TOJIBKO C
oduimanbHoro caiira pazpadorunka OC. Ecnu cyiecTByeT pexxum
aBTOMATHUYE€CKOTO OOHOBJICHHUS, BKJIIOUH €T0;

3. Paboraii Ha cBoeM KOMITbIOTEpE T0/1 MPaBaMH IOJIb30BaTENs, a HE
aMUHUCTPATOpa. DTO HE TMO3BOJIUT OOJIBITIUHCTBY BPEAOHOCHBIX TPOrpamMM
MHCTAJUIMPOBATHCS Ha TBOEM IEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonp3yil aHTUBHPYCHBIE TPOTPAMMHbBIE MPOAYKThI U3BECTHBIX
IIPOU3BOUTENIEH, C aBTOMAaTHUYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb GU3UYECKUN JOCTYI K KOMIIBIOTEPY JJIS IOCTOPOHHUX JTUII;

6. Vcnonb3yii BHENIHWE HOCUTENHN HH(OpPMAIIUU, TaKue KaK (IemKa, JUCK
WK ¢aiin u3 MHTEPHETa, TOIBKO U3 MPOPEPEHHBIX UCTOUYHUKOB;

7. He oTkpbIBali KOMIIbIOTEPHBIE (HANITBI, TOTYYCHHBIC U3 HEHAIEKHBIX
UCTOYHUKOB. J{axke Te ¢aiiipl, KOTOPBIC MPUCTAT TBOW 3HAKOMBIN. Jlydre yrounu y
HEro0, OTIIPABJIISI JIU OH TeOe UX.

+ Cetn WI-FI
Wi-Fi — 310 He BuA mepefauyd JaHHBIX, HEC TEXHOJIOTHMS, a BCEro JHUIIL OpeH,
Mapka. Eme B 1991 romy HuaepiaHjickas KOMIAHUS 3aperucTpupoBajia OpeH[
«WECA», uro o6o3Hauano cinoBocouetanue «Wireless Fidelity», koTopslit
MEPEBOJUTCA KaK «0eCpOBOAHAS TOYHOCThY.
Jlo Haiero BpeMeHM Jlonuia Japyras abOpeBuaTypa, KOTOpas SIBISETCS TaKOW Ke
TexHosioruen. 1o abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha



CTaHJapT BbICIIMKA 3BYKOBOM TexHuku Hi-Fi, yTo B mepeBojie O3HA4YaeT «BBICOKAs
TOYHOCTb.

Jla, OecruiaTHbIA WMHTEPHET-AOCTYN B Kade, OTENIX MU a’ponoprax SBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOrMe 3KCIepThl CUMTAIOT, YTO
obmenocrynabie Wi-Fi cetu He sBIIsOTCS O€30IaCHBIMHU.

CoBeThl 110 Oe30macHocTH paboTe B 00menoctynHbix cetsax Wi-fi:

1. He nepenasaii cBoro JTH4HYI0 HHGOpMAaIKIO Yepe3 oommenoctymnubie Wi-Fi
cetu. PaboTast B HUX, JKeJIaTeJIbHO HE BBOJUTH NapOIH JA0CTYyMNA, JOTUHBI U KAKHE-TO
HOMEpA;

2. Vcnonp3yii 1 0OHOBIISI aHTUBUPYCHBIE POTrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYyKU BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoanuu Wi-Fi oTkimoun ¢pynkuuo «O0mmil 10cTyn K
¢aitnam u npuntepam». JlanHas GyHKIMS 3aKphITa [0 YMOJIYAHUIO, OJTHAKO
HEKOTOpbIE MOJIb30BATEIN aKTUBUPYIOT €€ /Uil y00CTBa UCIIOIb30BaHUs B paboTe
i yueoe;

4. He ucnons3yit myomuunsiiit WI-FI 1 nepegaun mTu4HbIX TaHHBIX,
HaIpUMep JUIsl BBIXOJ1a B COIMATBHBIE CETU WJIU B DJIEKTPOHHYIO TIOUTY;

5. Hcnonwsyii Tonpko 3amuiiennoe coequnenue uepe3 HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOmibHOM Tenedone oTkmoun pyHkuuio «Iloakmoyenne k Wi-Fi
aproMatnuecku». He gomyckail aBTOMaTH4E€CKOIO MOJKIIOUEHUS YCTPOKUCTBA K
cetsim Wi-Fi Ge3 TBoero cornacus.

+ ConuaJjibHbIE CeTH

ConuanbHble CETU aKTUBHO BXOJAT B HANly KU3Hb, MHOTHE JIOJIU pabOTaIOT |
KUBYT TaM IMOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUJUIMAP]] YEIOBEK, YTO
SIBIIIETCA OJHOM cCeAbMOM BceX JKHUTEIEeW IUIaHeThl. MHOTHE [OoJb30BaTelad HE
MOHUMAIOT, YTO WH(pOpMaIUs, pa3MEIIeHHas UMH B COIIMANBHBIX CETAX, MOXKET OBIThH
HaliJleHa W WCIOJIb30BaHa KEM YTOJHO, B TOM YHCIEe HE 00s3aTelbHO C OJarumMu
HaMEpPEeHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COITMAIBHBIX CETSIX:

1. Orpanunyb circok apy3ei. Y 1e0s B IPy3bsAX HE TOHKHO OBITh CITydalHbIX
1 HE3HAKOMBIX JIFOICH;

2. 3amuinail CBOIO YaCTHYIO KW3HB. He yka3wiBait mapomu, TenedoHsl,
azpeca, 1aTy TBOEro pOXKACHUS U JPYTYIO JTUYHYIO0 HHPOPMAIHUIO.
310YMBITIUICHHUKU MOTYT HCTIOJB30BaTh JIayke WH(HOPMAITHIO O TOM, KaK Thl U TBOH
POAUTEINHN IUNIAHUPYETE MPOBECTU KAHUKYJIbL;

3. 3ammumiai CBOIO pemyTaluio — JEPKHU €€ B YUCTOTE U 3ajaBaii cede
BOIIPOC: XOTeJ ObI Thl, YTOOBI APYTUE MOJIB30BATENIN BUACIH, UTO Thl 3arpyKaeiib?
[Togymaii, mpex/ie 4eM 4TO-TO OMYyOJIMKOBATh, HATUCATh U 3arPy3UTh;

4. Ecnu Tbl TOBOPHUILIB C JIOJIbMH, KOTOPBIX HE 3HACIIIb, HE UCIOJIb3Yil CBOE
peasbHOe UM U IPYTYIO JIUYHYI0 HHPOPMALIUU: UMS, MECTO KUTEIHCTBA, MECTO
y4eObl U IpoUee;




5. M36eraii pazmemienus ¢potorpaduii B intepuere, rae ol H300pa’keH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEAEIUTh TBOE MECTOMNOJIOKEHHUE;

6. Ilpu perucrpauuu B COLMAIBHON CETH HEOOXOAMMO UCIIOIbH30BAThH
CJIOXHBIE MAapOJIU, COCTOALIME U3 OYKB U LU(DP U C KOJIMYECTBOM 3HAKOB HE MEHEE
8,

7. Jlnsa conuanbHON CETH, OYTHI U IPYTUX CAUTOB HEOOXOAUMO
MCIIOJIb30BaTh pa3Hble napoau. Toraa eciu Te0s B3IOMAIOT, TO 3710YMBIIUIEHHUKH
[I0JTy4yaT OCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpa3y.

+ DJIeKTPOHHBbIE IEHbI |

DONEeKTpOHHbIE JCHBIM — OTO OYEeHb YAOOHBIM Croco0d TIaTeken, OJHAKO
CYIIECTBYIOT MOIICHHUKHU, KOTOPBIC XOTAT MOJYYNUTh 3TH JICHBTH.

DJCKTPOHHBIC JICHBI'M IMOSBUJIIUCH COBCEM HEAABHO M WMEHHO HM3-3a 3TOTO BO
MHOTHX TOCYJIapCTBAaX JIO CUX ITOP HE MPOITUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (PYHKITMOHUPYIOT U O HUX YK€ IMPOMHCAHO B 3aKOHE, TJIE UX
pa3zessaoT Ha HECKOJIBKO BHJIOB — aHOHMMHBIC M HE aHOHUMHBIC. Pa3sHuIa B TOM, 4TO
QHOHMMHBIE — O3TO T, B KOTOPBHIX pa3peniacTcs TNPOBOAUTL oOIepanuu 0e3
UACHTU(PUKALUKA TI0JH30BATENs, & B HEAHOHUMHBIX HJICHTU(DHUKAIIUK MOJIH30BATENS
ABIIIETCS 0053aTENBHOM.

Taxxe cnegyer pa3nuuaTh  DJIEKTPOHHBIE  (UaTHbIE  JEHBIHM  (pPaBHBI
rOCY/IapCTBEHHBIM BAaJIOTaM) W DJEKTPOHHbIE HePUATHBIE JEHBIU (HE pPaBHBI
rOCy/IapCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MacHON paboTe C HIEKTPOHHBIMU JICHbIaMU:

1. TlpuBsbxu K c4eTy MOOUIIBHBIN TenedOoH. DTO caMblil YI0OHBINH U OBICTPBIN
Croco0 BOCCTAHOBHTH JIOCTYII K cueTy. [IpuBsi3anHbIil TenedoH MOMOKET, €CIH
3a0y/ienb CBOM IJIaTE)KHBIN MapoJib HIIA 3al/ICIIb Ha CAUT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnonw3yi omHOpa3oBbie maponn. [locie mepexoma Ha YCHICHHYIO
aBTOpHU3AIUIO TeOE yXKe HEe OYIET yrpokKaTh OMACHOCTh KPayKu WIIH TepexBarTa
MJIATEKHOTO TapOJIs;

3. Bribepu cioxusrit mapons. [Ipectymaukam Oynet He TPOCTO yraaaTh
CJIOXHBIN Mapoiib. HajexxHble mapoiu — 3TO Mapoid, KOTOPhIE COIepKaT HE MEHee
8 3HAKOB ¥ BKJIIOYAIOT B C€0sI CTPOYHBIEC W MPOTHCHBIC OYKBHI, ITUPPHI U HECKOIBKO
CUMBOJIOB, TaKHe KaK 3HaK JoJiiapa, (pyHTa, BOCKIUIATEIBHBIN 3HAK U T.II.
Hanpumep, StROng!;

4. He BBOJIM CBOM JIMYHBIC TAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSCIIIb.

+ DJleKTpOHHAS MO4YTA
DJIEKTPOHHAsI TOYTa — ATO TEXHOJOTHS M NPEIOCTABIAEMBIC €10 YCIYTd MO
MEepPeChlIKE W TOJYYECHUIO DJIEKTPOHHBIX COOOIIEHUN, KOTOpPHIC paCHpPEeAesiOTCS B
KOMIIbIOTepHOU ceTh. OOBIYHO JIEKTPOHHBIM MOYTOBBIN SIIIIUK BBITJISIAT CJICAYIOITAM



oOpa3zoM: UMs_TOJIb30BaTESI(@UMA_JoMeHa. Takxke KpoMme nepeiadyu NpoCcTOro TeKCTa,
MMEETCsl BO3MOYKHOCTh MepeaBath (paiiibl.
OCHOBHBIE COBETHI IO 0€30MacHON padOTe C 3JIEKTPOHHOW MOYTOM:

1. Hano BeIOpaTh NpaBUIIbHBINA MOYTOBBIN cepBUC. B uHTEpHETE €CTh
OTPOMHBII BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYUIIIE JOBEPITH TEM,
KOI'0 3HA€Ilb U KTO IIEPBBII B PEUTHUHIE;

2. He yka3piBaii B IMYHOM MOYTE JIMUHYIO HH(opManuio. Hampumep, myurie
BbIOpATh «MY3bIKaNbHBINA _(haHaT@» uinu «pok2013» BMecto «remal3y;

3. Hcnonw3yii IByXdTalHYI0 aBTOPU3ALHNIO. DTO KOTJa TOMUMO MapOJIs
HYKHO BBOJIMTH KOJI, IPUChUIaEMbIN 10 SMS;

4. Bpi0epu cnoxHbIN napoib. s Kak10ro NoYTOBOTO SIIMKA JOJHKEH ObITh
CBOW HAJEKHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3BMOXHOCTh HAMCATh CAMOMY CBOM JIMUHBIN BOMpPOC,
UCITONIB3YH 3Ty BO3MOKHOCTB;

6. Hcnonws3yi HECKOIBKO MOYTOBBIX SIIUKOB. [1epBbIi 1151 4acTHOM
NEPENUCKH C aJpecaTaMiu, KOTOPBIM Thl JOBEPSELIb. DTO ANEKTPOHHBIN aJpec HE
HaJI0 MCIIOJIb30BAaTh MPH PErucTpalvu Ha (hopyMax U caTax;

7. He oTkpbIiBaii aiiiel v Ipyrue BIOKEHHS B MMUChbMaX JIaKe €CJIM OHU
IPUIILIA OT TBOUX ApYy3el. JIydine yrouyHu y HUX, OTIPABIISIIN JIU OHU TeOE ITH
daiisr;

8. Tlocne okoH4aHus pabOTHl HA TOYTOBOM CEPBHCE MEPE]] 3aKPHITUEM
BKJIQJIKU C CATOM He 3a0y/lb HA)KaTh Ha « BBIATHY.

+ KnuOepOy/UIHHT MM BUPTYAJIbHOE U3/1€BaTEJIbCTBO
KubepOymmHr — mpecieaoBaHue COOOIICHUSMHU, COASPKAIIUMHU OCKOPOJICHMUS,
arpeccuro, 3amyrMBaHHe; XYJIUTAHCTBO; COLMAIbHOE OOWKOTHPOBAHUE C TTOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.
OCHOBHBIE COBETHI 0 0OpbOe ¢ KMOEePOYIIMHTOM:

1. He Opocaiicst B 60#. JIyumnii cmoco0: MOCOBETOBATHCS KaK ceOsl BECTH H,
€CJIM HET TOT0, K KOMY MOXXHO OOpaTUThCs, TO BHAYAJIE YCTIOKOUTHCS. Eciu Th
HAYHEeIIb OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJICHHSI, TO TOJBKO erie Oobiie
pa3oXOKeITb KOH(IUKT;

2. YmpaBisii cBoel KubeppemyTauei;

3. AHOHMMHOCTH B ceTr MHMMasl. CyIIecTBYIOT CTIOCOOBI BBISICHUTD, KTO
CTOWT 332 aHOHUMHBIM aKKayHTOM;

4. He ctout BecTH XyJUraHCKUI 00pa3 BUPTyainbHOU ku3HU. IHTEpHET
buKcupyeT Bce TBOM JIEUCTBUS U COXPAHSACT UX. Y IaTUTh UX OyIeT KpalHe
3aTPYAHUTEIBHO;

5. CoOmronail cBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopmpyii equHndHbIN HeraTuB. OTHOPA30BbIE OCKOPOUTEIBHEIC
COOOIIeHHUs JIy4llle UTHOPUPOoBaTh. OOBIYHO arpeccus MpeKpaliaeTcsl Ha Ha4yaabHOU
CTa/IvH;




7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMU, B
COIMAIBHBIX CETIX €CTh BO3MOXKHOCTb OJIOKUPOBKH OTIPABKU COOOIICHUM C
OIPEJIEIICHHBIX a/IPECOB;

8. Ecnu ThI cBugeTens kubepOyiuinara. TBOU NEUCTBUS: BHICTYIIUTh MPOTUB
mpecieaoBaTes, oKa3aTh €My, YTO €ro JICUCTBHUS OLIEHUBAIOTCS HETaTUBHO,
MOIePKATh KEPTBY, KOTOPOU HY>KHA ICUXOJOTUYECKasi TOMOIIb, COOOITUTH
B3pPOCIIBIM O (paKTe arpecCUBHOTO MOBEJICHUS B CETH.

+ MoOuabHbIii TejieoH

CoBpemeHHbIE cMapTPOHBI W ITUIAHIIETHI COJEpKaT B ceO€ BIIOJIHE B3POCIBIN
GbyHKIMOHANI, W Temepb OHM MOTYT KOHKYpUpPOBaTh CO  CTallMOHAPHBIMU
KoMIibtoTepaMu. OJHAKO, CPEACTB 3alUThl JJIsi TMOJOOHBIX YCTPOMCTB IOKAa OYEHB
Masio. TecTupoBaHUE U TOUCK YSI3BUMOCTEN B HUX ITPOUCXOAUT HE TAK MHTEHCUBHO, KaK
st TTK, To e camoe kacaeTcss U MOOMIIbHBIX MPHIJIOKEHUM.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ MPaKTHYECKU JOTHAJIM HACTOJbHBIC
aHaJIOTH, OJIHAKO paCIIMpeHHE (PYHKIIMOHAJIA BJICYET 32 COOOM OOJBIIYIO CIIOKHOCTh U
MEHBIIYIO 3alIUIIEHHOCTb.

Jlaneko He Bce TMPOM3BOAMTENN BBITYCKAIOT OOHOBIICHHUS, 3aKPbIBAIOIIHNE
KPUTHUYECKUE YSI3BUMOCTH VISl CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JIJIs 0€30MaCHOCTH MOOUIBLHOTO TesedoHa:

1. Hwuuero He sBisieTCs MO-HACTOsIIIEMY OecriaTHBIM. Byib ocTOpoKeH, Beb
Korza tebe nmpenararoT OecIIaTHRIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

2. Jlymaii, mpexe yem otrpaBuTh SMS, ¢oto wiu Buneo. Tol TOUHO 3HACIID,
r7ie OHU OYJIyT B KOHEUHOM UTOTE?

3. Heo6xomumo 0OHOBISATH ONEPAIIMOHHYIO CUCTEMY TBOET0 cMapTQoHa;

4. Hcnonb3yil aHTUBUPYCHBIE MPOTPAMMBI JJIsI MOOMJIBHBIX TeJIe()OHOB;

5. He 3arpyxaii npuinoxeHusi OT HEU3BECTHOI'O HCTOYHUKA, BEIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECTICUeHHE;

6. Ilocmie TOro Kak ThI BBIMJICIIB C CaiiTa, IJI€ BBOJIWI TUIHYIO HH()OPMAIIHIO,
3aiiii B HACTPOWKM Opay3epa u yaamu cookies;

7. Ilepumoamyecku MpoBEpsA KaKUe IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

8. Jlamaii cBOI HOMEp MOOMILHOTO Tese(OHA TOIBKO JIFOISIM, KOTOPBIX ThI
3HACIIb U KOMY JOBEPSCIIb;

9. Bluetooth gomxen ObITH BBIKITIOUEH, KOTJIa ThI UM HE TONBb3yembes. He
3a0bIBail MHOT/IA TTPOBEPATH ITO.

+ Online urpsi
CoBpeMeHHbIE OHJIAaH-UTPbl — 3TO KPAacOYHBIE, 3aXBaThIBAIOLIME pa3BICUEHUS,
O0OBEUHSIONINE COTHH THICSAY YEJIOBEK 110 BceMy Mupy. Urpoku uccneayroT JaHHbIA UM
MHUp, OOLIAIOTCS APYr C JAPYTOM, BBINOJHSIOT 3aJaHUs, CPa)XarTCsi C MOHCTpamMu H



MOJIY4alOT ONBIT. 3a YIOBOJBCTBUE OHU IUIATAT: MOKYMNAKOT JHUCK, OIUIAYUBAIOT
a0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIUH.

Bce 3tu cpenctBa MAyT Ha MOAJAEpPKAHUE U Pa3BUTUE UIPHI, & TAKXKE HA camy
0€30MacHOCTb: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBIITYCKAIOTCSI HOBBIE MATYU
(urdpoBbIe 3aMIaTKU ISl IPOrPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1omo0HBIX WUrpax CTOMT ONacaThCs HE CTOJIBKO CBOUX CONEPHHUKOB, CKOJBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3AIMK OOIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30I1aCHOCTU TBOETO UTPOBOTO aKKayHTa:

1. Ecnu apyroi urpok Beser ceds II0X0 WM CO3/AaeT Te0e HENPUITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyiicst aAMUHUCTPATOPaM UIPbl HA MJIOX0E MMOBEIEHUE ITOTO UTPOKa,
KEJAaTeTbHO MPUIIOKUTH KaKUe-TO J10Ka3aTeIbCTBA B BUJE CKPUHOB,;

3. He yka3biBaii nTuuHy0 HHQOpMaLKIO B podaiisie urpsr;

4. VYBaxail Apyrux y4yaCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuIMabHbIE TATYH U MO/IBI;

6. Vcnonb3yii cl0KHbIE U pa3Hble MAapOJIu;

7. Jlaxxe BO Bpemsi UTPbI HE CTOUT OTKIIIOYaTh aHTUBUPYC. [1oka Thl Urpaeis,
TBOI KOMIIBIOTEP MOTYT 3apa3UTh.

+ OUIIMHT WIN KPaKa JUYHBIX JaHHBIX

OOBIYHOM Kpakeil JAeHer U IOKYMEHTOB CETOJIHS Y»K€ HUKOrO HE yJMBHIIb, HO C
pPa3BUTHEM HMHTEPHET-TEXHOJOTUI 3JI0YMBINIJIEHHUKA TEPEMECTHIINCh B UHTEPHET, U
IPOIOJIKAIOT 3aHUMATHCS «JTFOOUMBIM» JIETIOM.

Tax mosiBUsIach HOBasi yrpo3a: MHTEPHET-MOUICHHUYECTBA WM (DUILIWHT, TJIaBHAS
IeJIb KOTOPOT'O COCTOUT B TIOJNYYEHHH KOH(PUACHIIMAIBHBIX JAHHBIX MOJIb30BATENCH —
JIOTUHOB U Taposieii. Ha anrmuiickom s3bike phishing untaercs kak ¢ummHr (ot fishing
— pBIOHAs JIOBJIS, password — mapoJb).

OCHOBHBIE COBETHI IO 00OpbOe ¢ HUITUHTOM:

1. Cnenu 3a cBOoMM akkayHTOM. Eciu ThI T0103peBaetiib, YTO TBOSI aHKETA
Obla B3JIOMaHa, TO HE0OX0IUMO 3a0JIOKUPOBATH €€ U COOOITUTh AIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Hcnonw3yii 6e3omacHbie B€O-CaThI, B TOM YHCJIE, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Hcnonb3yii coskHbIE U pa3HbIC Mapoyid. TakuM 00pa3om, eciu Te0s
B3JIOMAIOT, TO 3JI0YMBINIJIEHHUKH MOJTY4YaT JOCTYH TOJIBKO K OJHOMY TBOEMY
PO HUITIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3JIOMaJIM, TO HEOOXOIUMO MPEAYNPEAUTH BCEX CBOUX
3HAKOMBIX, KOTOPBIEC I0OABJICHBI y T€OS B APY3bsiX, O TOM, YTO TEOS B3IOMAIH H,
BO3MOYHO, OT TBOETO IMEHH OYET pacChUIaThCS CTIaM M CCHUIKU Ha (DUITUHTOBBIE
CaUTBhI;

5. ¥YcranoBu HaaexHbIM napoib (PIN) Ha MoOuIbHBIN TenedoH;

6. OTtkiroun coxpaHeHue maposs B Opaysepe;




7. He oTkpbIiBaii (hailsibl ¥ Ipyrue BIOKEHUS B MUCbMaX Ja)Xe €clid OHU
MIPUILLIIM OT TBOUX Jipy3el. Jlydllle yTOUHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU
(aibl.

+ Hudposas penyrauus

[Mudposas peryTarus — 3TO HETaTUBHAS WJIU MMO3UTHBHAS HHPOPMAIIUS B CETH O
Tebe. Kommpomerupytomas uHPoOpMaIus pa3MelleHHas B HMHTEPHETE MOXKET
CepbEe3HBIM 00pa3oM OTPa3UThCS Ha TBOEU peanbHOU ku3HU. «LludpoBas pemyrauus»
— 3TO TBOW UMHJIXK, KOTOPBIA popmupyercs u3 nHhopmaiuu o Te0e B UHTEPHETE.

TBoe MecTo KUTENbCTBa, y4eObl, TBOE (PUHAHCOBOE TMOJOXKEHHE, OCOOCHHOCTH
XapakTepa U paccka3bl 0 OJU3KUX — BCE ITO HAKATUIMBACTCS B CETH.

MHOTHE TIOJPOCTKH JIETKOMBICIEHHO OTHOCSTCS K ITYOJIMKAIUu  JIMYHOU
uHpopmarnu B VHTepHeTe, HE MOHMMAasli BO3MOXKHBIX MOCICACTBUA. Thl naxke He
CMOXEIIb JIOTaaaThCcsi O TOM, uTo Qororpadus, pa3MelieHHas 5 JeT Haszal, cTraia
NPUYMHOMN OTKa3a MPUHATH TeOst Ha paboTy.

KoMMeHTapuu, pasMerneHue TBoMX Qotorpaduii u apyrue JEWCTBHS MOTYT HE
UCYE3HYTh JIAKE IMOCJIC TOr0, Kak Thl MX yAJMIIb. Thl HE 3HACIIb, KTO COXPAHUI ITY
MHPOpMAIMIO, TOMajia U OHAa B TIOMCKOBBIE CHCTEMBI M COXpaHWIACh JU OHa, a
TJIaBHOE: YTO MOJAYMAIOT O TeOe OKpy»Karolee JII0/Id, KOTOpbIe HAWIYT U YBUIAT 3TO.
Haiitu wHbopmamuio MHOTO JIeT CHIYCTS CMOXET JI00W — Kak U3 J00phIX
noOy>KI€HH, TaK U ¢ HAMEPEHUEM MMPUUMHUTH BPEl. DTO MOKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aIIUTE U(PPOBON penyTalluu:

1. Tlomymaii, mpexae yeM 4yTo-TO MyOJIMKOBATh U NepeiaBaTh y ceds B Oyore
WJIN B COITUAJILHOM CETH;

2. B nHactpoiikax npodwisi ycTaHOBU OTPaHUYCHHS Ha IPOCMOTP TBOETO
npodUIIs U ero COACPIKUMOTO, CAENAl €ro TOJIBKO «IJI IPYy3eily;

3. He pasmemaii u He yka3piBail HHpoOpMaIMIo, KOTOpas MOXKET KOTro-TH00
OCKOPOJIATH HIIK OOMIKATh.

+ ABTOpCKOe PaBo

1. CoBpeMeHHBIE NIKOJIBHUKH - aKTUBHBIC MOJIb30BATENN IU(POBOTO
npoctpancTBa. OgHAKO [ajJeKo HE BCE 3HAIOT, YTO IMOJIb30BaHUE MHOTUMU
BO3MOXKHOCTAMH  ItupoBoro  mupa TpeOyeT coOmtoneHus mpaB  Ha
UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTD.

2. TepMuH  «WHTEJUIEKTyallbHas COOCTBEHHOCTB»  OTHOCUTCSA K
Pa3TUYHBIM TBOPECHHSIM UYEJIOBEUYECKOTO yMa, HaUWHAs C HOBBIX M300pETCHUH U
3HAKOB, 0003HAYAIONMNX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH , U 3aKaHUYHBAs
KHUTaMU, (HoTorpadusiMu, KHHODUITEMaMHA U MY3bIKaJTbHBIMU TTPOU3BEACHUSIMHU.

3. ABTOpCKME TIpaBa — O3TO TMpaBa HA HUHTEJUIEKTYAJIbHYIO
COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKHU, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKHE
rpaBa BBICTYNAIOT B Ka4yeCTBe rapaHTuu TOTO, 4TO

MHTEJUIEKTYaJbHbIN/TBOPUECKUN TPyA aBTOpa HE OyIeT HaIlpacHbIM, J1acT €My
CIIpaBe/IJIMBbIE BO3MOXHOCTH 3apa0oTaTh Ha pe3yibTaTax CBOEro Tpyla,
MOJIYYUTh U3BECTHOCTh M Mpu3HaHue. HUKTo 6e3 paspenieHus: aBTopa HE MOXKET



BOCIIPOU3BOJINTH €ro IIPOU3BEACHUE, PacIpOCTpPaHSITh, nyOJIuYHO
J€MOHCTPUPOBATh, MPOJIaBaTh, UMIIOPTHUPOBATh, MYCKaTh B IMPOKAT, MYOIMYHO
UCIIOJIHATD, OKA3bIBATH/UCIIOJIHATH B 3(pupe unu pazmeniats B MIHTepHere.

4, Hcnonb3oBaHue «IUPATCKOr0» MPOrPaMMHOI0 00ECIEUEHHS] MOKET
IIPUBECTM K MHOTMM pHCKaM: OT NOTEPU JAHHBIX K TBOUM aKKayHTaM [0
OJIOKMPOBKH TBOETO YCTPOMCTBA, I'/I€ YCTAHOBJIEHHBIN HE JierajbHas MporpaMma.
He crout Takke 3a0bIBaTh, 4YTO CYILIECTBYET JierajibHble U OecIUIaTHbIC
[IPOrpaMMBbl, KOTOPbIE MOKHO HAlTH B CETH.

O nopraJe:
CeTeBHYOK.p() — TBOM IJIaBHBIM COBETYHK B CeTH. 3/1eCh Thl MOKelllb Y3HAThH 0

0€30MaCHOCTH B CeTH MOHATHBIM M JOCTYIHBIM A3BIKOM, 2 IPH BO3HUKHOBECHUM
KPUTHYECKON CHTYallMi 00PAaTUTHCH 32 COBETOM. A TaK:Ke NPUHATH YYacTHe B
KOHKYPCax H CTaTh CAMbIM HH(POBBIM IrPaKIAHNHOM !



